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OnpepeneHnus
B HacTosiLem OOKyMeHTe MCMOoMnb3YHTCs cneayowme TepMUHbl U X onpeaeneHus.

ABTOMaTU3NpOBaHHAA CUCTEMa — CUCTEMA, COCTOSLLAass M3 nepcoHarna u Kom-
nnekca cpeacTts aBToOMaTU3aUMM ero AesTenbHOCTWU, peanusylowas MHEPOPMaUVOHHYHO
TEXHOMOIMIO BbINOSIHEHNS] YCTAHOBMNEHHbIX (DYHKLMNA.

AyTeHTUMKauma oTnpaBuUTeNnsA pAaHHbIX — MNOATBEPXAEHWe TOro, 4Tto OT-
npaBuTerb NOMYYEeHHbIX AaHHbIX COOTBETCTBYET 3asBfIEHHOMY.

Be3onacHOCTb NepcoHasnbHbIX AaHHbIX — COCTOSIHME 3alULIEHHOCTU nepco-
HanbHbIX JAHHbIX, XapakTepnayemoe CnoCOOHOCTbIO NOMb30BaTeNEN, TEXHUYECKUX CPEACTB
N MHPOPMALMOHHBIX TEXHOSOMIN 0b6ecnevnTb KOH(PUAEHUNANbHOCTb, LEeMNOCTHOCTb U A0-
CTYNHOCTb NepCOHanbHbIX AaHHbIX MpU nx 06paboTke B MHPOPMALMOHHBIX cucTeMax nep-
COHarnbHbIX JAHHbIX.

BuomeTpuyeckmne nepcoHanbHble AaHHbIe — CBEAEHUS, KOTOPbIE XapakTepusyrT
domamonorndeckne ocobeHHOCTN YenoBeka U Ha OCHOBE KOTOPbIX MOXHO YCTaHOBUTb €ro
NINYHOCTb, BKNtOYas potorpadumn, otTnedaTkm nanbLes, obpas ceTyaTku rnasa, 0Co6eHHo-
CTM CTPOEHMS Tena u gpyryto nogobHyro MHopmaLumio.

BrnokupoBaHMe nepcoHanbHbIX AAaHHbLIX — BpEMEHHOEe npekpalleHne cbopa, cu-
cTeMaTusaumm, HakonneHusi, CNOSb30BaHUSA, pacnpoCTpaHEHUs!, NEPCOHarnbHbIX AAHHbIX,
B TOM YuCne ux nepegadn.

Bupyc (KOMNbIOTEPHbIN, NPOrpPaMMHbIN) — UCMONHSAEMbIN NPOrPaMMHbINA KO4 UK
NHTepnpeTUpyemMbiin Habop NHCTPYKLNN, obnagarowmnn cBOMCTBaMU He-
CaHKUMOHMPOBAHHOIO pacnpocTpaHeHus n camoBocnpoundBefeHus. CosaaHHble aybnuka-
Tbl KOMMBIOTEPHOrO BMPYCa He BCcerga coBnagatoT C OPUTMHANOM, HO COXPaHSIOT Cnocob-
HOCTb K JarbHelLemMy pacnpoCTpaHEeHNO 1 CAMOBOCTNPOU3BEOEHNIO.

BpenoHocHas nporpamMma — nporpamma, npegHasHavyeHHasi aAng ocyLecTBieHus
HEeCaHKLUMOHMPOBAHHOIO AOCTYNa U (Mnn) BO3OENCTBUS HA NepCcoHarnbHble AaHHbIE UK pe-
CypCbl MHPOPMALMOHHOW CUCTEMbI MEPCOHArNbHbIX OAHHbIX.

BcnomoraTtenbHble TEXHUYECKME CpeAcTBa M CUCTEMbl — TEXHUYECKME cpea-
CTBa N CUCTEMbI, HE NpeaHa3Ha4YeHHble Ans nepeaayn, o6paboTkm U XpaHeHust NepcoHarnb-
HbIX JAHHbIX, YCTaHaBNMBAEMbI€ COBMECTHO C TEXHWYECKUMM CPeacTBamMuM U CUCTEMAMM,
npeaHasHayYeHHbIMKU 415 06paboTkn NepcoHarnbHbIX 4aHHbIX UM B MOMELLIEHUSX, B KOTOPbIX
YCTaHOBIIEHbI MHPOPMALIMOHHBIE CUCTEMbI NEPCOHANbHbBIX AAHHbIX.

[JocTtyn B onepauuoHHYyK cpeny KomnbioTepa (MH(pOpMaUMOHHOM CUCTEMbI
nepcoHanbHbIX AAaHHbIX) — NOMy4YeHNe BO3MOXHOCTM 3anycka Ha BbIMOSIHEHME LUTATHbIX KO-
MaHg, yHKUMIA, NpoLeayp OnepaumioHHOM CUCTEMbI (YHUMTOXEHMS, KONMPOBAHWS, nepemMeLLie-

HWSI U T.N.), UCTMIONHSIEMbIX hainoB NPUKNagHbIX MPOrpaMM.



HDoctyn K wuHdoOpmauum — BO3MOXHOCTb MOMyYeHUA WHQopMaumm U ee uc-
NONb30BaHUSA.

3aknago4Hoe YCTPOMCTBO — 3reMEHT CpecTBa CbemMa MHpopMaLmm, CKPbITHO BHE-
psieMbl (3aKnagblBaEMbI UM BHOCUMbIN) B MECTa BO3MOXHOMO Cbema MHdpopmaumm (B ToM
yucne B orpaxaeHue, KOHCTpyKumto, obopydoBaHue, npeaMeTbl MHTepbepa, TPaHCMOPTHbIe
CpefcTBa, a Takke B TEXHUYeCcKMe cpeacTsa n cuctemMbl 06paboTku nHdopmaumm).

3awmwaeman uHdpopmauma — UHPOPMaUMs, SBASOWAACS nNpeaMeToM  cob-
CTBEHHOCTW W MoAsexallasl 3awmte B COOTBETCTBUM C TPebOBaHUSIMU NPaBOBbIX JOKYMEHTOB
nnn TpeboBaHMAMK, yCTaHaBNMBaEMbIMU COBCTBEHHNKOM MHGPOPMAaLIUN.

UpeHTudmrkaumsa — npuceoeHne cybbektam 1 obbektam JocTyna uaeHTudukaTopa u
(unn) cpaBHEHME NPEOBbABNAEMOro MaeHTUdMKaTopa ¢ NepeYyHeM NPUCBOEHHbIX MAEHTUdMKA-
TOpPOB.

MHdopMaTUBHBLIA CUrHamn — 9MeKTpUYeckue CcurHanbl, aKycTUyeckue, arek-
TPOMarHUTHbIE 1 Apyrme dmanyeckue nors, No NapaMmeTpam KOTOpbIX MOXET ObiTb packpbiTa KOH-
domaeHumansHast MHpopMaums (NepcoHarnbHble JaHHble) obpabaTtbiBaemasi B MH(pOpMaLMOHHON
cucTeMe nepcoHarbHbIX JaHHbIX.

MHdopmaumoHHasa cuctema nepcoHanbHbIX AaHHbIX (UCTMOH) — nHdopmaum-
OHHasa cucTtema, npeacrasnsaowas cobon COBOKYNHOCTb NMepCOHanbHbIX AaHHbLIX, COAep-
Xawmxca B 06ase [OaHHbIX, a Takke WH(OPMALMOHHBIX TEXHOMOMMN N TEXHUYECKUX
CpPeAcTB, MO3BOMAKOLWMNX OCYLLECTBNATL 06paboTKy Takmx NepcoHaribHbIX OaHHbIX C UC-
Nonb30BaHNEM CPeACTB aBToMaTtm3aumm unu 6e3 ncnonb3oBaHNA Takux CPeacTB.

MUHdopmMaLnOHHbIe TeXHONOrMmu — rnpoLecchl, METOALI Noucka, coopa, xpaHeHusi, 0b-
paboTkn, NpeaocTaBneHns], pacnpocTpaHeHNss MHAPOPMaLMM U Cnocobbl OCYLLIECTBEHUS Taknx
NpoLLeccoB U METOLOB.

Ucnonb3oBaHue nepcoHanbHbIX AaHHbIX — JENCTBUA (onepaunn) ¢ nepcoHarb-
HbIMW AaHHBIMW, COBEpLUAEMblE OMNEPaTOPOM B LIENSAX NPUHATUSA PELLEHUn UNn coBepLue-
HUS MHBbIX AENCTBUA, NOPOXAAOLWNX IOPULAMYECKME NOCNEACTBMA B OTHOLEHUN cybbekTa
nepcoHanbHbIX OaHHbIX UKW Apyrnx nuy, NMbo nHeiM obpa3oM 3aTparveBaromnx npasa u
cBobofbl cybbekTa nepcoHasribHbIX AaHHbIX MW OPYruX nuy,.

MUcTouyHUK yrposbl 6Ge3onacHocTu wuHdopMauum — cybbLekT [octyna, marte-
pyanbHbIi OOBEKT UM (hUsmdeckoe SBMeEHUE, SBMSAIOWMECS MPUYMHON BO3HUKHOBEHWUSA Yrpo3bl
6e3onacHoOCTM MHOpMaL K.

KoHTponupyemas 30Ha — MPOCTPaHCTBO (TEppUTOpUS, 30aHWe, YacTb 30aHus, nome-
LLIeHMe), B KOTOPOM WCKIMKOYEHO HEKOHTpormpyemoe npebbiBaHve MOCTOPOHHWUX NUU, a Takke

TPAHCNOPTHbIX, TEXHNYECKUX N NHbIX MaTepualribHbIX CPEOCTB.



KoHdmaeHuManbHOCTb NepcoHanbHbIX AaHHbIX — obsA3atensHoe Ana cobnto-
[AEHMSA OnNepaTopoM Ui MHbIM MOSTYYUBLLMM OOCTYN K NePCOHanbHbIM AaHHBIM NMUOM TpeboBa-
HMe He JornyckaTb MX pacrnpocTpaHeHue Ge3 cornacus cybbekta NepcoHasribHbIX OAHHbLIX WA
HanMumsa NHOro 3aKOHHOTO OCHOBAHWS.

MexceTeBOW 3KpaH — JiokarnbHOe (OOHOKOMMOHEHTHOE) W (PYHKUMOHArbHO-
pacrpeaeneHHoe nporpaMmmMHoe (rnporpaMmmMHo-annapaTHoe) CpeacTBO (KOMMIIEKC), peanuayioLLiee
KOHTPOIb 3a UHJOpMaumen, noctynaroen B MHPOPMAaUMOHHYKO CUCTEMY MEepPCOHarbHbIX AaH-
HbIX 1 (MNK) BbIXOASLWEN 13 MHGOPMALMOHHON CUCTEMBI.

HapywuTtenb 6e3onacHOCTU NepcoHanbHbIX AaHHbIX — (busnyeckoe nMUo, Crny-
YalHO UM NpedHaMEPEHHO CoBepLUaroLLee OENUCTBUS, CeaCTBMEM KOTOPbIX SIBAETCS HapyLle-
HMe 6e30NacHOCTN NEePCOHarbHbIX AaHHbIX MPU MX 0BpaboTke TEXHUYECKMMU CpeaCTBaMM B WH-
POPMALMOHHBIX CUCTEMAX NEPCOHASBHBIX JAaHHbIX.

HeaBTOMaTu3MpoBaHHasi ob6pabGoTka mnepcoHanbHbIX AaHHbIX — 06paboTka
NnepcoHanbHbIX OaHHbIX, COoAepXKalMXcss B MH(OPMALMOHHOM CUCTEME NEepPCOHaNbHbIX
AAHHbIX NMMOO N3BMIEYEHHbIX N3 TaKOW CUCTEMbI, CYUTAETCHA OCYyLLEeCTBEHHON 6e3 UCnosb-
30BaHNS CpeacTB aBToMaTusaumm (HeaBTOMAaTU3MPOBAHHOW), €CnNn Takue OeWCcTBUs C
nepcoHanbHbIMU JaHHbIMU, KaK UCMONb30BaHWe, YTOYHEHWE, pacnpoCTpaHeHne, YHUYTO-
XEHME NepcoHanbHbIX OAHHbIX B OTHOLIEHUM KaXX4oro u3 cybbekToB NepcoHanbHbIX AaH-
HbIX, OCYLLEeCTBNATCSA NPU HEMOCPELCTBEHHOM y4acTUKN YeroBeka.

HepeknapupoBaHHble BO3MOXHOCTU — (QYHKLMOHArbHbIE BO3MOXHOCTU CPeacTs
BbIYMCIIUTENBHOM TEXHUKWN, HE OMMUCAHHbIE UMMM HE COOTBETCTBYIOLLME OMUCaHHBLIM B OOKYMEHTa-
LMK, NPU UCMNONb30BaHUM KOTOPbLIX BO3MOXHO HapyLUeHWe KOHbuaeHUMansHOCT, AOCTYNHOCTH
UM LEeNoCTHOCTK 0bpabaTbiBaeMon MHpopMaLumn.

HecaHKUMOHMPOBaHHbLIM AOCTYN (HECaHKLUMOHMUPOBAHHbIE OEUCTBUS) — OOCTYyN
K MHCpopMaLmm nnv ENCTBUS C MHpOPMaLMEN, HapyLLatoLLMe NpaBuria pasrpaHuyYeHnsa JocTyna
C MCMOMb30BaHMEM LUTATHbIX CPEACTB, NPeaocTaBnseMblX UHPOPMAaLNOHHBIMU CUCTEMaMM
nepcoHanbHbIX AaHHbIX.

Hocutenb nHdopmaumm — gomnsmyeckoe NuLo Unm matepumarnbHbli 0O6LEKT, B TOM YuCne
dm3anyeckoe norse, B KOTOPOM MHAPOPMaLUMS HaXOaUT CBOE OTpaXkeHue B BUAe CYMBOIIOB, obpa-
30B, CUrHarnoB, TEXHUYECKNX PELUEHWI U NPOLIECCOB, KONMMYECTBEHHbIX XapakKTepucTuk unaun-
YECKNX BENMUYMH.

Ob6e3nnumBaHMe nepcoHanbHbIX AAaHHbIX — OEWCTBUSA, B pe3ynbTaTe KOTOPbIX
HEBO3MOXHO OnpeaenvTb NPUHAANIEXHOCTb NePCOHarnbHbIX AaHHbIX KOHKPETHOMY Cybb-
€KTy NepcoHarbHbIX JaHHbIX.

O6paboTka nepcoHarnbHbIX AaHHbIX — OEUCTBMSA (onepaumm) C nepcoHanbHbIMM

AaHHbIMK, BKITHOYasa cOop, cMcTeMaTtn3aumio, HakonmneHne, XxpaHeHne, YyToYHeHne (0bHOBMNEHME,
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N3MEHEHME), UCNOoNb30BaHMe, pacnpocTpaHeHe (B TOM 4ucrne nepegady), obesnuuvsaHue,
GroKMpoBaHME, YHUYTOXEHNE NEPCOHANbHbIX AAHHbIX.

Ob6wenocTynHble NepcoHanbHble AaHHble — MNepcoHasnbHble [aHHble, OO0CTYn
HeorpaHMYeHHOro Kpyra nuuy, K KOTopbiM NpeaocTaBrieH ¢ cornacus cybbekTa nepcoHarnb-
HbIX OaHHbIX UMW Ha KOTOpble B COOTBETCTBUWM C hefeparibHbiMM 3aKOHaMW He pacnpo-
cTpaHsieTca TpeboBaHve cobnogeHns KoHUAEHUManbHOCTW.

OnepaTtop (nepcoHanbHbIX AaHHbIX) — rOCYyAAPCTBEHHbIM OpraH, MyHULMNAnbHbIN
opraH, ropuaudeckoe nnm mnsnmyeckoe nNuUo, opraHmnsyrolee n (unm) ocyllectensowee obpa-
BOTKy NepcoHarnbHbIX AaHHbLIX, @ TaKkke onpegensiowme Lenm n cogepxaHme obpaboTkn nep-
COHarnbHbIX JAHHbIX.

TexHuyeckne cpeactsa MHGpOPMALMOHHOW CUCTEMbI NEPCOHaNbHbLIX [AaH-
HbIX — CPeACTBa BbIYUCIIUTENBHON TEXHUKKU, MH(POPMALMOHHO-BBIYUCTIUTENBHBIE KOMMMEKCHI U
CeTun, CpeacTBa 1 cucTeMbl nepedaydm, npuema n obpabotkm MAH (cpeactea M CUCTEMBbI 3BYKO3a-
MUCK, 3BYKOYCUIEHUS!, 3BYKOBOCTPOW3BELAEHUS, NEPEroBOpHbIE N TENEeBU3NOHHbIE YCTPOMCTBA,
cpefcTBa U3roTOBIEHWS, TUPaXXMPOBaHNS JOKYMEHTOB U Apyre TeXHUYeckme cpeacTsa obpaboT-
KN peyveBoun, rpadomyeckon, Buaeo- n BykBeHHO-UMpoBOM nMHdOpMaLMK), NporpaMMHble cpea-
CTBa (OnepaumoHHble CUCTEMBI, CUCTEMbI YrpaBneHust 6azamm JaHHbIX 1 T.M.), CpeacTBa 3allmnThbl
nHpopMaLmK, NPUMEHSIEMbIE B MH(POPMALIMOHHBIX CUCTEMAX.

MepexBat (MHOpMaLMK) — HenpaBOMepHOe MonyyYeHne uHdopmaumMm C Uc-
NoNb30BaHNEM TEXHWYECKOro CpeacTBa, OocyllecTBnsowero obHapyxeHue, npyem n ob-
paboTKy MHPOPMATUBHBIX CUrHAMOB.

MNepcoHanbHbIe AaHHbIe — Nobas NHPopmaLns, OTHOCALLAACA K onpeaeneHHoOMY
unn onpegensieMoMy Ha OCHOBaHWM Takon WMHopMaumm usndeckoMmy nuuy (CyObekTy
nepcoHanbHbIX AaHHbIX), B TOM 4Y1Cne ero amunus, nms, oT4ecTBo, rod, Mecsu, gata u
MECTO pPOXAEHWs, afgpec, CeEMenHoe, coumanbHOe, NMYLLEeCTBEHHOE NOMnoXeHue, obpaso-
BaHwe, npodeccus, 4oXoabl, Apyras MHOpMaLms.

Mo6GoYHble 3neKTPOMarHUTHbIE WU3MYyYEeHUSI U HaBOAKW — 3NEKTPOMarHUTHbIe
N3Ny4YeHnss TEXHUYECKMX CPeacTB 0OpaboTkM 3almaeMon HopMauun, BO3HUKaoLLme
Kak Nobo4YHOEe sIBfieHNEe U BbI3BaHHbIE ANEKTPUYECKMMU CUrHaNamu, 4eiCTBYOWNMUN B UX
SNEKTPUYECKUX U MArHUTHBIX LIENsX, a Takke 3NeKTPOMarHUTHbIE HABOAKN 3TUX CUrHamnoB
Ha TOKOMPOBOAALLME NNHUW, KOHCTPYKLMW U LIENU NUTaHNS.

MonutuKka «4YMcToro crtona» — KOMMIEKC OpraHM3auMOHHbIX MEepPONpPUSATUIA, KOH-
TPONUPYIOLLMX OTCYTCTBME 3anucbiBaHUA Ha ByMakHble HOCUTENW Kryenh u aTpubyToB

AocTyna (naponen) n xpaHeHus nx snmsm o6bLEKToB AocTyna.



Monb3oBaTtenb MH(POPMALIMOHHON CUCTEMbI NMEPCOHaNbHbIX AAHHbIX — NALO,
yyacTtBylowee B (PyHKLUMOHMPOBAHUM MHAOPMALNOHHOM CUCTEMbI NEPCOHASNbHbLIX AAHHbIX
UNn ucnornbayroLlee pesynbTaTbl €e PYHKLMOHUPOBAHWS.

MpaBuna pasrpaHM4yeHUs AOCTyNna — COBOKYMNHOCTb NpaBui, perfiaMeHTUpYLWnX
npaBa goctyna cybbekToB gocTyna Kk obbektam goctyna.

MporpaMmmMHaa 3aknapgka — Ko nporpamMmbl, NpegHaMEpPEHHO BHECEHHbIN B MpO-
rpamMmy C Lenbl OCYLLEeCTBUTb YTEYKY, U3MEHUTb, BNOKMpOBaTb, YHUUTOXUTbL WMHOpMa-
LUMIO UMW YHUYTOXUTb N MOAUMUMpPOBaTL NporpammHoe obecnevyeHne MHPOpMaLUOHHON
CUCTEMbI NEPCOHanbHbIX AaHHbIX U (MnNn) 6noknpoBaThb annapaTHble cpeacTBa.

MporpammHoe (nporpamMMHO-maTeMaTMyeckoe) BO3OENCTBUE — HeCaHKLMO-
HMPOBaHHOE BO3OENCTBME Ha pecypCbl aBTOMATU3NPOBAHHOW WH(OPMALMOHHOW CUCTE-
Mbl, OCYLLECTBIIIEMOE C UCNOSIb30BaHNEM BPEAOHOCHbIX MPOrpamm.

PackpbiTve nepcoHanbHbIX AAaHHbIX — YMbILWSIEHHOE UMK CrlyYanHoe HapyLleHue
KOH(MAEHUMANbHOCTM NEePCOHarnbHbIX AaHHbIX.

PacnpocTtpaHeHue nepcoHanbHbIX AAaHHbIX — AENCTBUS, HaNpaBlieHHblE Ha ne-
pefady nepcoHanbHbIX AaHHbIX OnpefeneHHoOMYy Kpyry nuy (nepegada nepcoHasribHbIX
AaHHbIX) UM Ha O3HAKOMISIEHME C MepCcoHarbHbIMU OAHHBIMU HEOrpaHWYEHHOro Kpyra
nuu, B TOM yucne obHapogoBaHMe NepcoHarbHbIX AaHHbIX B CPeacTBaX MacCOBOW WH-
dopmaumm, pasmeLieHne B MHPOPMaLMOHHO-TENEKOMMYHMKALMOHHbBIX CETAX UNU Npeno-
CTaBfieHWe JOCTyna K NepcoHarbHbIM JAaHHBIM KakuM-Mb0 MHbIM CNOCOBOM.

Pecypc nHdopmMaLMOHHON CUCTEMbI — MMEHOBAHHbLINA 3M1EMEHT CUCTEMHOIO, Npu-
KnagHoro unu annapatHoro obecneyeHns PyHKLUMOHUPOBAHMSA MH(OPMALMOHHOW CcuUcTe-
Mbl.

CneumnanbHble KaTeropuMm nepcoHanbHbIX AaHHbIX — MepcoHanbHble AaHHbIE,
KacatoLimecs pacoBoOm, HaLMOHaNbHOW NPUHAANEXHOCTU, NONIMTUYECKMX B3rMSA40B, penu-
MO3HbIX NN PUNOCOGCKNX YOEXAEHNN, COCTOSHUS 300POBbA U MHTUMHOW XU3HN CYyOb-
eKTa NepcoHanbHbIX AaHHbIX.

CpeacTtBa BbIYUCIUTENIbHOW TEXHUKU — COBOKYMHOCTb MPOrPaMMHbIX M TEXHUYECKNX
3MNEeMEHTOB cUCTEM 0OPabOTKN AaHHbIX, CMOCOBHBLIX (PYHKUMOHMPOBAaTL CAaMOCTOSTENBbHO UMK B
cocTaBe ApYrMx CUCTEM.

Cybbekt pocTtyna (CyObekT)— nvuo unuM npouecc, OEUCTBUS KOTOpPOro per-
NamMeHTUPYHTCS NpaBuiamMmun pasrpaHnyeHns gocTyna.

TexHU4YecKknn KaHan yTeuykun nHdopmaumm — COBOKYNHOCTb HOCUTENST MHGbOpMaLIn
(cpeactBa 06paboTKM), PU3MHECKON Cpedbl PacnpPOCTPaHEHUA MH(OPMATUBHOIMO curHana u

cpeacts, KOTOPbIMU nobbiBaeTcA 3alumaemas I/IHC*)OpMaLl,I/IFI.



TpaHcrpaHnyHas nepegava nepcoHasnibHbIX AAaHHbLIX — nepegadva nepcoHarb-
HbIX JaHHbIX OrepaTopomM 4Yepes [ocyaapcTBeHHyo rpaHuly Poccuinckon ®epgepauum op-
raHy BnacTuM MHOCTPAHHOIoO rocygapctsa, OU3NYEecKOMY WU HpuanyeckomMy nuuy MHO-
CTpPaHHOro rocyaapcraa.

Yrpo3bl 6e30nacHOCTU NePCOHaNbHbIX AAaHHbLIX — COBOKYMHOCTb YCIOBWUIA N GaKTo-
POB, CO34alLLMX OMACHOCTb HECAHKLMOHUPOBAHHOIO, B TOM YUCIE CIy4YanHOro, AOCTyna K nep-
COHarbHbIM JaHHbIM, Pe3yribTaToM KOTOPOro MOXET CTaTb YHUYTOXEHWE, U3MEHeHme, BrokmMpo-
BaHWe, KOMMpoBaHWe, PacrpoCTpaHeHe NepCoHasbHbIX AaHHbIX, @ Takke UHbIX HECaHKUMOHMPO-
BaHHbIX AENCTBUN NPy nx 06paboTke B MHAOOPMAaLMOHHON CUCTEME MEPCOHANbHbIX AaHHbIX.

YHUUYTOXEHNEe NepCoHanbHbIX AAaHHbIX — OENCTBUS, B pesyrbTaTe KOTOPbIX HEBO3-
MOXXHO BOCCTaHOBUTb COAEePKaHWe NepCoHarbHbIX AaHHbIX B MH(POPMaLMOHHON cucTeMe nepco-
HanbHbIX AaHHbIX UKW B pe3yrbTaTe KOTOPbIX YHUYTOXATCA MaTepuarnbHble HOCUTENW nep-
COHarnbHbIX JAHHbIX.

YTeuka (3awmwaemoun) uHcgpoOpmMaumMM NO TEeXHUYECKUM KaHariam — HeKOH-
TpOnMpyemoe pacnpocTpaHeHue MHgopmMaumm OT HOCUTENS 3almaeMon MHpopmaumn Yepes
M3NYECKYHO Cpealy OO0 TEXHUYECKOro CPeACTBa, OCYLLECTBASIOLLEro nepexsaT MHopmaunn.

YupexaeHue — YnpaBreHne obpasoBaHus.

YA3BuUMocTb — CnabocTb B CPeacTBax 3aluTbl, KOTOPYHD MOXHO MCMOMb3oBaTb Afs
HapyLLEHMS CUCTEMbI UMW COAEPXKaLLENCA B HEN MHhopMaLIK.

LlenocTtHocTb MHOopMaLum — crnocobHOCTb CPEACTBA BbIMMUCITUTENBHOM TEXHUKN UK
aBTOMaTU3MPOBAHHOM CUCTEMbI OBECTeYMBaTL HEM3MEHHOCTb MHCPOPMALIMK B YCIIOBUSAX Cryyvait-

HOro nwnm npeaHamMmepeHHOro UCKaXxeHmnd (paspyLueH I/IFI).



OBO3HA4YEHUA N COKPALLUEHUA
ABC — aHTuBMpYCHbIE CpeacTBa
APM — aBTOMaTU3MpOBaHHOE paboyee MecTo
BTCC — BcriomoratesnbHble TEXHUYECKMe cpeacTsa N CUCTEMBI
WCIOH — nHpopMaumoHHas cnuctema nepcoHasbHbIX aHHbIX
K3 — koHTponnpyemas 3oHa
JIBC — nokanbHas BblYMCNUTENBbHAs CETb
M3 — mexceTeBoM 3KpaH
HC[ — HeCaHKUMOHNPOBaHHbLIN OCTYN
OC - onepaupmoHHas cucrema
MOH — nepcoHanbHble AaHHbIe
MMB — nporpamMmmHo-mMaTeMaTn4eckoe BO3aencTeme
MO — nporpammHoe obecneyeHne
M3OMWH — noboyHble rekTpoMarHUTHLIE U3MNYYEeHUs 1 HABOOKU
CA3 — cuctema aHanusa 3awmLeHHOCTU
C3W — cpencTtBa 3awmThl MHOPMaL MM
C3MNAH — cuctema (noacuctemMa) 3almTbl NEPCOHANbHbIX JaHHbIX
COB — cuctema obHapy>XeHUst BTOPXKEHUN
TKYW — TexHn4yeckme kaHasbl yTeYku nHdopmaLmm

YBIMOH — yrpo3bl 6e30NacHOCTM NEPCOHANbHbIX AaHHbIX



BBEOEHUE

Hactosiwaa KoHuenuus mnHgpopmaumoHHon 6esonacHoctn UCIMOH TMK OK «y-
AnHcKas cpefHaa wkona Nedx»(danee - YupexgeHus), apnaetca opuumnanbHbiM JOKYMEH-
TOM, B KOTOPOM OfnpefeneHa cuctema B3rnsaoB Ha obecneyeHne MHopmMaumoHHon 6es-
OMacHOCTU YupexXaeHus.

HeobxoanmocTb paspabotkm KoHuenuum obycroBneHa CTpeMUTENbHbIM pacLumnpe-
HUeM cdepbl NPUMEHEHUS HOBEULINX MHMOPMALMOHHBIX TEXHOMOMMMU U NPOLIEeCCOB B
YupexaeHuun, npu obpaboTke nHdopmauum BoobLle, U NepcoHanbHbiX AAaHHbIX B YACTHO-
CTWN.

Hactosiwaa KoHuenuusa onpeaensieT OCHOBHblE LENW U 3adayn, a Takke obuyyto
cTpaTernto NOCTPOEHUS CUCTEMbI 3alUTbl NepcoHanbHbIX AaHHbIX (C3MOH) YupexaeHus.
KoHuenuns onpegensieT ocHoBHble TpeboBaHUA M 6Gas3oBble NOAXO4bl K UX peanuaauumu,
ANa JOCTUxXeHUs TpebyeMoro ypoBHS 6e3onacHOCTU MHopMaLunu.

KoHuenuna paspaboTaHa B COOTBETCTBUN C CUCTEMHbIM MOAXOAOM K obecneve-
HUIO MHGOPMaLMOHHON GesonacHocTU. CUCTEMHBIN Nogxon npeanonaraeT npoBeadeHune
KOMMNeKca MepOonpuUsaTUIiA, BKIOYAKOLWMX UCcnegoBaHME Yrpo3 WMHGOpMauMoHHoN 6es-
onacHocTM U paspaboTky cuctemsbl 3awuTbl MOH, ¢ NO3MUMN KOMMNNEKCHOTO NPUMEHEHUS
TEXHUYECKUX N OPraHN3aLMOHHbBIX MeP N CPEACTB 3alUnThI.

Moa nHdopmaunoHHon GesonacHocTbio MOH NOHMMaeTcsa 3alUMLLEHHOCTbL NepCo-
HanbHbIX AaHHbIX U obpabaTbiBaloLlen X UHPPACTPYKType OT MobbiX CryvarHbIX Un
3rIOHaMepPEeHHbIX BO3OENCTBUN, pe3ynbTaTOM KOTOPbIX MOXET SIBUTbCS HaHeCceHue yliep-
6a camon nHdpopmauun, ee Bnagenouam (cybvekram MNOH) nnu nHdpacTpyktype. 3agadm
MHOPMaLMOHHOM BEe30MacHOCTN CBOAATCA K MUHMMM3auuKn yuiepba oT BO3MOXHON pea-
nmnsaumn yrpos 6esonacHocTtu MNMOH, a Takke K NPOrHO3MPOBaHUIO N NpPeaoTBPaLLEHMIO Ta-
KMNX BO3OENCTBUN.

KoHuenuna cnyXut ocHOBOW A5si pa3paboTkM KOMMMekca OpraHn3aunoHHbIX U TeX-
HUYECKMX Mep No obecneyeHnto NHpopMaUMOHHON Be30MacHOCTM YUupexaeHun, a Takke
HOPMAaTUBHbBIX U METOAMYECKUX AOKYMEHTOB, OOecneymBalolMx ee peanusauuio, U He
npegnonaraeT nogMeHbl (OYHKUUI rocygapCTBEHHbIX opraHoB Bnactn Poccunckon depe-
pauuu, oTBevawwmx 3a obecnedeHne 6Ge30NaCHOCTM WMHAPOPMALMNOHHBLIX TEXHOSOMMIN U
3awmTy nHopmaumu.

KoHuenuna aBnaeTca MeTogonorn4eckon OCHOBOM ANs:

- (bopMmnpoBaHMa 1 NPOBEAEHNS eOMHON NONUTUKM B obnactn obecneyeHus 6es-

onacHoctu MNAH B UCT1OH YuypexaeHus;
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- MPUHATUSA YNPaBEHYECKNX peLLUeHn 1 pa3paboTKkn npakTU4eckux Mep no BO-
nnoweHno nonutukn 6esonacHoctn MNOH 1 BbIPabOTKM KOMMNEKCa COrfacoBaHHbIX Mep
HOpMaTUBHO-NPABOBOrO, TEXHOIOMMYECKOrO N OpraHM3auUMOHHO-TEXHUYECKOrO XapakTepa,
HanpaBfEeHHbIX Ha BbISABNEHWE, OTPaXXeHue M NUKBMAAUMIO MOCMEeACTBMMA peanuaauun
pasnun4yHbIX BUAoB yrpo3s MN4H;

- KOOpAMHAUMM AEeATEeNbHOCTU CTPYKTYPHbIX nogpasgeneHun YupexaeHus npu
npoBegeHMn pabot no passuTtuio K akcnnyaTtaumm UCIOH ¢ cobnogeHmnem TpeboBaHmin

obecneyenus 6es3onacHocTn MNOH;

- pa3paboTkn nNpenrioXXeHun Mo COBEPLUEHCTBOBAHMIO MPaBOBOro, HOPMAaTUBHOIO,
MEeTOLMYECKOrO, TEXHUYECKOro U opraHmnsaumoHHoro obecneveHnss 6esonacHoctu MOH B
NCIMOH YypexaeHus.

O6nactb npuMeHeHus KoHuenumMm pacnpocTpaHAeTcs Ha BCe OO0BLEeKTbl ydpexae-
HUS MMeloLLMe OTHOLIEHME K cucTeme obpasoBaHus, IKCMnyaTUpylowWmne TEXHUYECKMe U
nporpammuble cpeactea VCIOH, B KOTOPbIX OCYLLECTBNSIETCSA aBTOMaTM3npoBaHHasa o6-
paboTka NH, a TakKe Ha CTPYKTYpPHble nofpasfaesieHunsi, OCYLLECTBIISOWME CONPOBOXae-
Hue, obcnyxusaHue n obecnedeHne HopmasnbHoro yHkumMoHnposanna ACIOH.

MpaBoBon 6Gason gnst paspaboTkm HacTosiwen KoHuenuuu cnyxat TpeboBaHus
AencTeyoWwnx B Poccnn 3akoHogaTenbHbIX U HOPMaTUBHbBIX JOKYMEHTOB No obecneyeHuto

BGesonacHoCcTM nepcoHarbHbIX AaHHbIX (MOH).
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1 O6wme nonoxeHus

Hactoswaa KoHuenuusa onpegenseT OCHOBHbIE LENW M 3adayun, a Takke obuyyto
cTpaTernto NOCTPOEHUS CUCTEMbI 3alUTbl NepcoHanbHbiX AaHHbIX (C3MOH) YupexaeHus,
B cootBeTcTBMM C lNMepeyHem UNCTIOH. KoHuenuusa onpenensieT OCHOBHble TpeboBaHus 1
6a3oBble NoaxoAbl K X peanuaaumu, ons ocTmkeHus Tpedbyemoro ypoBHsi 6e3onacHoOCTU
MHopMauuu.

C3lNAn npeacraBnset cobon COBOKYMHOCTb OPraHN3auMOHHbBIX U TEXHUYECKMX Me-
ponpuaTnn ans s3awmtbl MNMOH OT HENpaBOMEPHOro UM cnyyamHoOro Aoctyna K HUM, YHU-
YTOXEHUS, U3MEHEHNSA, BNOKMPOBAHUSA, KONMPOBaHUs, pacnpoctpaHeHus MNOH, a Takke
WHbIX HENMPaBOMEPHbIX AENCTBUN C HUMMW.

Be3onacHOCTb NepcoHanbHbIX AaHHbIX JOCTUraeTcsl MyTeM UCKHOYEHUST HECAHKLUN-
OHMPOBAHHOIO, B TOM YMCIE Cry4yarHOro, 4OCTyna K NepcoHanbHbIM JaHHbIM, pe3yrbTa-
TOM KOTOPOrO MOXET CTaTb YHUYTOXEHME, M3MEHEeHue, GRnoKMpoBaHME, KOMUPOBaHME,
pacrnpoCcTpaHeHMe NepcoHarnbHbIX AAHHbIX, @ TaKKe WHbIX HECaHKUMOHWPOBAHHbLIX OeN-
CTBUMN.

CTtpykTtypa, cocTtaB 1 oCHOBHble (pyHkumu C3IOH onpegensaTca nCxoas U3 Kracca
NCMNAOH. C3MOH BkNoYaeT opraHM3aunoHHbIE Mepbl U TEXHUYECKME CpeacTBa 3aluuTbl
MHpopMauumn (B ToM umncne wmndposanbHble (Kpuntorpaguyeckme) cpeacTea, cpeacTea
npeaoTBpaLleHns HECaHKUMOHMPOBAHHOIO A0CTyna, YTeYKM WHopmauum no TexHude-
CKMM KaHarnam, nporpaMMHO-TEXHUYECKMX BO3LENCTBUN HA TEXHMYECKME cpeacTBa obpa-
6otkm MNOH), a Takke ucnonb3lyemble B MH(POPMAUMOHHON cUCTEME MHGOPMALMOHHLIE
TEXHOMNOIUN.

TN Mepbl NPpU3BaHbI obecneunTb:

- KOH(huaeHUManbHOCTb NHAOPMaLUK (3aLUUTa OT HECAHKLUVMOHUPOBAHHOIO O3Ha-

KOMMeHns);

- LleNIOCTHOCTb MHopMauun (akTyanbHOCTb M HEMPOTMBOPEYMBOCTb MHGpopMa-

Uuuun, ee 3allneHHOCTb OT pa3pyleHnd N HeCaHKUMOHNPOBAHHOIO I/I3MeHeHI/I$I);

- AOCTYNHOCTb I/IH(*)OpMaLI,I/II/I (BO3MO)KHOCTb 3a rfnpuemMnemMoe BpemMA MoJyyHnTb

Tpebyemyo MHPOPMAaLIMOHHYIO YCITyry).

Craguu co3panus C3IOH BknoyatoT:

- NpeanpoeKkTHaa cTaaus, BKMYawwaa npegnpoektHoe obeneposaHue VCTIOH,
pa3paboTKy TEXHNYECKOro (YaCTHOro TEXHMYECKOr0) 3a4aHns Ha ee co3aaHue;
- CTagma NpoekTnpoBaHna (pa3paboTkm npoektoB) u peanusauum UCIOH, BKMto-

vawwasn paspabotky C3IMNOH B coctaBe NCT1H;
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- cTagma Beoga B gevictane C3IM[H, BkAovatoLwasa onbITHYKO SKCAyaTauuo n npu-
€MO-CAaTOYHbIE WUCMbITaHMS CPeACTB 3almuTbl MHOPMaUMK, a TakkKe OLEHKY COOTBET-

cteusa MCIMNOH TpeboBaHmsam 6e3onacHoCTn nHopmaumnn.

OpraHusaunoHHble Mepbl NpeaycMaTpuBaloT co3faHne n nogaepxaHue npaBoBOK
6a3bl 6e3onacHocTu MNOH 1 paspaboTky (BBeAEHUE B AENCTBME) NPeayCMOTPEHHbIX NMonu-
TMKONW  WMHopmaumoHHon 6BesonacHoctn WCIIOH  cnegyowmx — opraHvM3auMOHHO-
pacnopsaanTenbHbIX AOKYMEHTOB:

- MnaH meponpusaTum no obecnevexmto 3awmTbl MNOAH npu nx obpaboTtke B UCTMOH;

- MnaH meponpuaTUn No KOHTposto obecneyeHuns 3awmTbl MNOH;

- Mopsagok pesepBMpoOBaHMs N BoCcCTaHoBIeHMs pabotocnocobHocTn TC u MO, 6a3

AaHHbIX n C3U;

- [lomkHocTHas uHcTpykuua agmumHmncTtpatopa VCIOH B yactn obecneveHnsa 6e3-

onacHoctu MNAH npn nx obpabotke B UCIMOH;

- [lJomkHOCTHas MHCTpYKUMS agMmnHucTpatopa 6e3onacHoctn VCTOH;

- [lomkHocTHass MHcTpykuusa nonb3oBatena MCIIOH B yactn obecneyeHus 6es-
onacHoctu MNAH npn nx obpabotke B UCIMAH;

- IHCTpyKUMA Ha criydan BO3HUKHOBEHMUS BHELLUTATHOM CUTyaLuu;

- PekomeHgauumn no Mcnonb3oBaHWO NporpaMMHbIX M annapaTtHbIX CPeacTB 3aLyu-

Thl UHGOPMALINNA.

TexHuyeckne Mepbl 3alUTbl PeanuayoTcss NpY NOMOLLM COOTBETCTBYHOLIMX MPO-
rPaMMHO-TEXHUYECKMX CPEACTB U METOAO0B 3aLLMUTbI.
MepeyeHb HEOBXOAMMBIX Mep 3alUMTbl MHpOpMaLUMK onpeaensieTcs no pesynbTa-

Tam BHYTpeHHen npoBepkn 6esonacHoctn NCIOH YupexaeHus.
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2 3apaun C3MNAH

OcHoBHon uenbto C3MNOH aBnseTcs MuHMMn3aumnsa yuiepba ot BO3MOXHOW peanu-
3aumm yrpos 6esonacHoctu MNOH.

[na pocTmkeHuss oCHOBHOM Uenu cuctema 6esonacHoctu MOH WCIMOH gomkHa
obecneunBatb ahPEKTUBHOE PELLEHNE CreayoLmMX 3agay:

- 3alWmTy OT BMeLLaTenbcTBa B npouecc pyHKkunoHnposaHms UCIOH NOCTOPOHHNX
nuy, (BO3MOXHOCTb ncnonb3osaHua AC 1 JOCTyn K ee pecypcam AOSMKHbl UMETb TOSbKO
3aperncTpupoBaHHble YCTaHOBSIEHHLIM MOPAAKOM MONb30BaTeNN);

- pasrpaHuyeHne OocTyna 3aperMcTpupoBaHHbIX Mofb3oBaTeNen K annapaTHbIM,
nporpaMmMHbIM 1 MHGOpMaUMoHHbIM pecypcam VCTOH (BO3MOXHOCTb JOCTyna TOSMbKO K
TEeM pecypcam U BbINOSIHEHUS TOMBbKO TEX onepauun C HUMU, KOTOpble HeOBXO4MMbI KOH-
KpeTHbIM nonb3oBatenam VCIOH onsa BbINONHEHUA CBOUX CIyXebHbIX 06s3aHHOCTEN), TO
€CTb 3alUnNTy OT HECAHKLMOHMPOBAHHOIO AOCTYyna:

a) K MHopmauuu, umpkynupytowlein B UCIMOH;

0) cpeacTBam BbluncnMTensHoM TexHukn NCIOH;

B) annapaTHbIM, NPOrpaMMHbLIM U KpUnTorpadnyeckuM CpeacTsam 3aluThbl,
ncnono3yemsiMm B ICIMOH;

- peructpauuio 4encTBUN nosib3oBaTenen nNpyu UCNOofb30BaHUM 3alUmLiaeMbIX pe-
cypcoB VCIOH B CUCTEMHbBIX XypHarnax u Nepnognyeckmin KOHTPONb KOPPEKTHOCTU Oen-
CTBUI NONb30OBaTeNEeN CUCTEMbI MyTEM aHanM3a COAEPXMMOro 3TUX XXypHarnos;

- KOHTPOSb LEenocTHOoCTM (obecnevyeHne HeM3MEHHOCTM) cpeabl UCMOMHEHNA Npo-
rpamMm 1 ee BOCCTaHOBIIEHNE B CrlyYyae HapyLUEHUS;

- 3alWMTY OT HEeCaHKUMOHUPOBAHHOMW MOAUMUKALMM U KOHTPOSMb LIENIOCTHOCTU UC-
nonb3yembix B UCIOH nporpaMMHbIX CPeacTB, a Takke 3alluUTy CUCTEMbl OT BHeLpEeHUs
HeCaHKUMOHNPOBAHHbLIX NPOrpamm;

- 3awmty MOH OT yTeykn No TEXHNYECKNM KaHanam npu ee obpaboTke, XpaHeHUN U
nepegaye no KaHanam CBs3u;

- 3awmTty MNOH, XxpaHumon, obpabaTbiBaeMon 1 nepegaBaemMon Nno KaHanam CBs3W,
OT HECaHKUVOHMPOBAHHOIO pasrnawleHns UM UCKaKeHus;

- obecneyveHme XMBYYeCTU Kpuntorpaduyecknx CpeacTB 3alimTbl UHOpMauuu
npwv KOMNpoMeTaumm YacTu Knto4eBOM CUCTEMBbI,

- CBOEBPEMEHHOE BbISIBIEHNE WCTOYHMKOB Yrpo3 6GesonacHoctu [OH, NpuYmnH u
yCroBui, CNOCOOCTBYHOLMX HaHeceHuto yuiepba cybbektam OH, co3gaHne mexaHusma

onepaTUBHOIO pearmpoBaHus Ha yrpo3bl 6esonacHocTy MNOH 1 HeraTUBHbIE TEHOEHUNN;
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- CcO3[aHue YCrnoBui Ans MUHUMMU3AUMM U NOKanM3auum HaHocuMoro yulepba He-
npaBOMeEPHbIMU AEUCTBUAMIN (DU3NYECKUX U HOPUONYECKMX NUL, ocrnabneHne HeraTMBHOMO

BNUSIHUA N NNKBMOALMSA NOCNeACcTBUN HapyLlleHnAa ©6e3onacHocTn Mnax.
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3 O6beKTbI 3aWMUThI
3.1 NepeyeHb UHDOPMALIMOHHBLIX CUCTEM
B YupexpgeHun npomssogutcsa obpaboTka nepcoHarnbHbIX AaHHbIX B MHOpMaLu-
OHHbIX cuctema 06paboTkm nepcoHanbHbIX AaHHbIX (UCIOR).
MepeveHb VCIOH onpepensieTcss Ha ocHoBaHum OT4yeTa No pesynbTaTaM BHYT-

pPEeHHEN NPOBEPKN.

3.2 NepeyeHb 0GHLEKTOB 3aWUThbI
ObbekTamun 3awmTbl ABNAOTCA — MHGOpMauns, obpabatbiBaemaa B VICIOH, u
TexHn4yeckue cpeacrtea ee 06paboTkn n 3awmThl. [NepedeHb nepcoHanbHbIX AaHHbIX, NOA-
nexatume sawuTe, onpegeneH B NepeyHe nepcoHanbHbIX AaHHbBIX, NOANEeXalmx 3almTe
B NCIMA.

O6beKTbl 3aLMThbl BKITHOYALOT:

1) O6pabaTbiBaemasn MHOPMaLIMS.

2) TexHonornyeckas MHgopmMauys.

3) MporpammHo-TEXHMYeCKe cpeacTea o6paboTku.

4) Cpepnctea sawmtsl MOH.

5) Kananbl MHgopMaLMOHHOro o6MeHa 1 TENEeKOMMYHMUKaLMK.

6) O6beKTbI M NOMeLLEHNS!, B KOTOPbIX pasmeLleHbl KoMMNoHeHTbl CTOH.
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4 Knaccudmkauus nonb3osatenen ACMNOH
Monb3oBatenem VCIOH saBNsieTca nuuo, yyacteyollee B OYHKLMOHMPOBAHUN UH-

(*)OpMaLl,VIOHHOI7I CUCTEMbI MepcCoHalrnbHbIX OaHHbIX UM UCMONb3yKOLWlEee pe3yrbTaTbl €e

dyHKUMoHupoBaHus. MNonb3osaTtenem VCIOH aBnaeTcs nobon COTPYAHUK YupexaeHus,

nmetowmn goctyn Kk UCIMNLOH n ee pecypcam B COOTBETCTBUM C YCTAHOBIIEHHbBIM NOPSAKOM,

B COOTBETCTBUN C €ro beHKLl,I/IOHaJ'IbeIMVI 0b6s3aHHOCTAMMN.

Monb3oatenu NCIOH genatca Ha Tpy OCHOBHbIE KaTeropuu:

1) Aamunnctpatop WCMOH. CoTpyaHuku YJypekaeHusl, KoTopble 3aHUMaloTcs

HaCTPOWKOW, BHEAPEHMEM M COMPOBOXAEHMEM cucTembl. AgmuHuctpaTtop NCIOH obna-

[AaeT cneaylowuM YpoBHEM AOCTyNa:

- obrnagaeT NONHOW MHopMaLUmMen 0 CUCTEMHOM U NPUKNagHOM MporpamMmm-
Hom obecneyveHun NCTOH;

- obrnagaeT nNosiHOM MHoOpMaLMENn O TEXHUYECKUX CpencTBax U KOHAUry-
paunm NCT10H;

- UMeeT AOCTYMN KO BCEM TEXHUYECKUM cpeactBam obpaboTkm nHdopmauum
n aaHHbim NCTOH;

- o6nagaeT npaBamMy KOHOUIYPUPOBaHUS U aOMUHUCTPATUBHOM HACTPOMNKM

TexHudeckux cpeacts NCTOH.

2) MporpammucTt-paspabotunk NCMOH. CoTpyaHUKM YUpexaeHUs UnmM CTOPOHHMX

opraHmMsauun, KoTopble 3aHMMmalrTcs paspaboTkon nporpammHoro obecnevyeHus. Paspa-

6otuuk VICIOH obnagaeT cnegyowmnmM ypoBHEM AocTyna:

- obnagaeT mHdopmaumen o6 anropuTMax M nporpammax obpaboTku MH-
dopmauum Ha NCTOH;

- obnagaeT BO3MOXHOCTAMU BHECEHUS OLWIMOOK, HeAeKNapupoBaHHbIX BO3-
MOXXHOCTEN, NPOrpaMMHbIX 3aKnagok, BPEAOHOCHLIX MporpamMm B MNpOrpaMmHoe
obecneyveHne NCIOH Ha cTagun ee pa3paboTkun, BHEAPEHUSA N CONPOBOXOEHUS;

- MOXeT pacnonaratb nobbiMn dparmeHTamm MHOpPMaLMM O TOMONOrnu
NCIMOH n TexHnyecknx cpeacrteax odbpaboTkm u 3awmnTbl MNMOH, oObpabaTbiBaembix B

nCnan.
3) Onepatop VNCIMOH. CoTpyaHVKM noapasaeneHnii YUpexaeHust y4acTeyowmx B

npouecce akcnnyaTtaumm VCIOH. OnepaTtop NCIOH o6nagaeT cneayrowmm ypoBHEM O0-

- obnagaet Bcemu HeobxogumbiMu atpubytamu (Hanpumep, naponem),

obecneynBalOLWUMN OCTYN K HEKOTOPOMY noaMHoxecTsy MH;
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- pacnonaraeT KoOHunaeHUManbHbIMU AaHHbIMUY, K KOTOPbIM UMEET AOCTY.
Kateropun nonb3oBaTtenen AOMKHbl ObiITb onpegeneHbl ana kaxgow WCIIOH.
[OMKHO BbITb YTOYHEHO pasgeneHne COTPYAHWKOB BHYTPWU KaTeropuin, B COOTBETCTBUM C
TMNnamu nonb3oBaTenen onpeneneHHbiMu B MNonutmke nHdopmaumoHHon 6e3onacHoOCTU.
Bce BbIsiBneHHbIE rpynnbl Nonb3oBaTtenen otpaxatotca B OT4yeTe No pesynbratam
BHYTpPeHHen nposepkn. Ha ocHoBaHun OTyeTa onpeaenstoTcs npaesa AOCTyna K afieMeH-
Tam VCIOH ansa Bcex rpynn nonb3oBartesien un oTpaxatotca B MaTtpuue goctyna B ono-

XEeHUM O pa3rpaHn4eHnn npas OCTyna K O6pa6aTbIBaeMblM nepcoHalsibHbIM OaHHbIM.
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5 OcHOBHbIe NPUHLMMNLI NTOCTPOEHUA CUCTEMbI KOMMMEKCHOMW 3aWunThl MHopmaumm
MocTtpoeHne cuctembl obecneyeHus 6esonacHocTu MNAH NCIOH Yupexaenunsa n ee
PYHKUNOHNPOBAHME [OSMKHbI OCYLLECTBATLCA B COOTBETCTBMM CO CReAytoLMMN OCHOB-

HbIMW NPUHLMMNaAMM:
- 3aKOHHOCTb;
- CUCTEMHOCTb;
- KOMMMNEKCHOCTb;
- HEMNPEpPbIBHOCTh;
- CBOEBPEMEHHOCTb;
- NPEEeMCTBEHHOCTb U HEMPEPbLIBHOCTb COBEPLLEHCTBOBAHWS;
- NepcoHarnbHas OTBETCTBEHHOCTb;
- MMHUMM3ALMSA NOSTHOMOYNIA;
- B3anMOOeNCcTBME U COTPYAHNYECTBO;
- TMOKOCTb CUCTEMBI 3aLLUUTHI;
- OTKPbITOCTb anropuTMOB U MEXaHN3MOB 3aLLUThI;
- MPOCTOTa NPUMEHEHUS CPEACTB 3aLUUThbI;
- Hay4yHast 060CHOBaHHOCTb M TEXHUYECKas peann3yemMocTb;
- cneumanusaums 1 NpodeccMoHanunsam;

- 0683aTENBHOCTb KOHTPONA.

5.1 3akoHHOCTb
lMpegnonaraet ocyuwlecTBreHne 3aluTHbIX MeponpuatTun mn paspabotky C3I10H
YuypexaeHus B COOTBETCTBMM C OEUCTBYHOLLMM 3aKoHOOATEeNbCTBOM B 0OMnacty 3awumThbl
MOH n gpyrux HOpMaTMBHbLIX akTOB MO 6GE30MacHOCTM MHAOPMaLUK, YTBEPXKAEHHbIX Oopra-
HaMu rocyaapCcTBEHHOM BMacTu 1 ynpasBneHns B npeaenax ux KoMneTeHummn.
Monb3oBatenu n obenyxmnsarowmn nepconan MNAOH NCIMNOH YypexaeHns OOSMKHbI
ObITb OCBE4OMIIEHbI O NOpsiAke paboThbl C 3almnLaeMon NHpopmaumen n o6 oTBETCTBEH-

HocTu 3a 3awmnTbl MNOH.

5.2 CucrteMHocTb
CuctemHbin nogxof k noctpoeHunto C3MOH YupexaeHus npegnonaraeT ydeT BCeX
B3aMMOCBSA3aHHbIX, B3aUMOAENCTBYIOLNX U M3MEHSIOLWMXCA BO BPEMEHN 3f1EMEHTOB,
yCnoBun N GakTopoB, CYLLECTBEHHO 3HAYUMbIX AfS MOHUMAaHMS U peLueHust NpobremMbl

obecneyvenuns 6esonacHocTu NAH NCTMOH YupexaeHus.
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Mpn co3gaHmMm cucTeMbl 3alMTbl OOSDKHbI YYMTbIBATbCS BCe cnabble n Hanbonee
ysi3BUMble MecTa cuctembl obpaboTkm MOH, a Takke xapakTep, BO3MOXHble 0OBbEKTbI U
HanpaBfieHMs1 aTak Ha CUCTEMY CO CTOPOHbI HapyLlumTenen (0CobeHHO BbICOKOKBaNnguum-
POBaHHbLIX 3MOYMbILIEHHMKOB), MYTU MPOHUKHOBEHUSI B pacnpenefieHHble CUCTEMbI U
HCO k nHdopmauumn. Cuctema 3awmuTbl JOIHKHA CTPOUTLCH C Y4ETOM He TOJSIbKO BCEX U3-
BECTHbIX KaHarnoB npoHukHoBeHna n HC[I k nHdopmauun, HO U C y4eTOM BO3MOXHOCTU

noAsJsieHnd npnHUMnmasibHO HOBbIX nyTe|7| peann3aunmn yrpos ©e3onacHocTu.

5.3 KomnnekcHocTb

KomnnekcHoe ucnonb3oBaHWe MeTOLOB W CPeACTB 3alMTbl npegnonaraet corna-
COBaHHOE NPUMEHEHME PasHOPOAHbIX CPeACTB MPU MOCTPOEHUM LIESTOCTHOW CUCTEMbI 3a-
LWNTBI, NepeKkpbiBaloLLEeN BCe CYLLECTBEHHbIE (3HaYMMbIE) KaHanbl peanua3aumm yrpos u He
cogepxallen crnabblx MECT Ha CTbIKax OTAENbHbIX €€ KOMMNOHEHTOB.

3awmta gormKkHa CTPOUTLCS SLUENOHUPOBAHO. [Ns KaXaoro kaHamna yTeukn WH-
dopmaumm 1 ana Kaxgow yrpodbl 6e30MacHOCTUM A0SMKHO CyLLecTBOBaTb HECKONbKO 3a-
LWNTHBIX pybexen. CosnaHne 3almnTHbIX pybexen ocyLecTBNAeTCs C y4eTOM TOro, 4YTobbl
ANS MX NPeofofieHnst MOoTeHUuanbHOMY 3r0yMbINEHHUKY TpeboBanucbk npodgeccuno-
HanbHble HAaBbIKN B HECKONbKUX HEB3aMMOCBSI3aHHbIX 06nacTax.

BHewHaa 3awmta gomkHa obecneunBaTtbca pmUanyecknmm cpeacTesammn, opraHnaa-
UWMOHHBLIMW 1 NpaBoBbIMU Mepamu. OgHMM U3 Hanboree yKpenneHHbIX pybexen npuasaHbl
ObITb cpeacTBa KpuntTorpadmn4eckon 3aLlnTbl, peanm3oBaHHble C UCMNOSIb30BaAHNEM TEXHO-
norun VPN. [MpuknagHon ypoOBEHb 3alUuTbl, YYUTbIBAKOLWMA OCOOEHHOCTM NpPeaMETHOM

obnacTtu, NnpeactaBnseT BHYTPEHHUN pybex 3amThl.

5.4 HenpepbliBHOCTb 3awmTbi NMOH

3awwuTa MNOH — He pa3oBoe MeponpUATUE N HEe NPOCTast COBOKYNHOCTb MPOBEAEH-
HbIX MEepPONPUATUIA U YCTAHOBMEHHbIX CPEACTB 3aliUTbl, @ HeNpPepbIBHbIN LieneHanpaseH-
HbI NpoLecc, Npegnonarawmin NPUHATUE COOTBETCTBYHOLLUMX MEP Ha BCEX 3Tanax >us-
HeHHoro umkna ACTOH.

WCIOH AOMKHbI HAaXoauTbCs B 3alMLLEHHOM COCTOSHWM Ha MPOTSXKEHUN BCErO
BpeMEHU NX (PYHKUMOHMPOBaHUA. B CcOOTBETCTBUM C 3TUM MPUHLMNOM OOSTKHbI NPUHK-
MaTbCsa Mepbl Mo HegonyweHuto nepexoaa NCIOH B He3aWwuwWweHHOe COCTOSIHME.

BonbWNHCTBY PU3NYECKUX U TEXHUYECKUX CPeacTB 3awuTbl Ans adpdeKTUBHOro
BbIMOSIHEHNSA CBOUX DYHKLMA HEOBXOAMMA MOCTOSIHHAA TEXHMYECKasi U OpraHM3auMoHHas
(aamMuHMCTpaTMBHAA) NogaepXka (CBoeBpeMeHHasi cMeHa n obecnevyeHne npaBUSIbHOMO
XpPaHEHUS N NPUMEHEHUS UMEH, Napofen, KIYen LWngpoBaHna, nepeonpeaeneHune nos-

HoMouuni 1 T.n.). MNMepepbiBbl B paboTe cpeacTB 3awmnTbl MOryT ObiTb MCMOMNb30BaHbI 3110-
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YMbILUNEHHMKaMWN ONS aHanuM3a npuMeHaeMbIX MeTo40B U CPpeacTB 3aluThl, AN BHeape-
HUA cneyunanbHbIX NPOrpaMMHbIX U annapaTHbIX "3aknagok" n apyrux cpencrs npeogorne-

HUA CUCTEMBbI 3aLllnTbl NOCJ1€ BOCCTAHOBJIEHUA €€ prHKLI,VIOHI/IpOBaHVIﬂ.

5.5 CBoeBpeMeHHOCTb

Mpegnonaraet ynpexaatowmn xapakrep mep obecneyeHuns 6esonacHocTtu MNMAOH, TO
€CTb NOCTaHOBKY 3agday no komnnekcHon 3awmute VICMOH n peanudauuio mep obecnevye-
Husa 6esonacHocTn MNOH Ha paHHMX cTagusax paspaboTkn UCIOH B uenom n ee cuctembl
3awnTbl MHOPMaLMK, B HaCTHOCTH.

PaspaboTka cuctembl 3aliMTbl OOSMKHA BECTUCb MapannensHo ¢ pas3paboTkon u
pasBMTMEM CaMOW 3aliULLIaeMON CUCTEMbI. OTO NO3BONUT y4yecTb TpeboBaHusa Gesonac-
HOCTW NPWU NPOEKTMPOBAHUN apXUTEKTYPbl N, B KOHEYHOM cyeTe, co3aaTtb bonee addek-

TUBHbIE (Kak No 3aTpaTam pecypcoB, Tak M MO CTOMKOCTM) 3aLlMLLEHHbIE CUCTEMBI.

5.6 MpeeMcTBEHHOCTb U COBEpLUEHCTBOBaHUe
MpeanonaraloT NOCTOSAHHOE COBEPLUEHCTBOBaHNE Mep U CPeACTB 3aluTbl MHGOP-
Maunn Ha OCHOBE NPEEMCTBEHHOCTU OpraHn3aLMOHHbIX N TEXHUYECKUX peLUeHnin, Kagpo-
BOro cocrtaBa, aHanmsa ¢yHkunoHuposaHus CIMOH 1 ee cuctemMbl 3almnTbl C y4€TOM U3-
MEHEeHUn B MeTodax U cpeacTaax nepexasaTta MHopmauumn, HopMaTUBHbIX TpeboBaHWi MO

3alwmTe, 4OCTUTHYTOrO OTEYECTBEHHOTO M 3apyGeXXHOro onbiTa B 3ToN obnacTu.

5.7 NepcoHanbHas OTBETCTBEHHOCTb
MpegnonaraeT BO3NOXEHNE OTBETCTBEHHOCTU 3a obecneveHne 6esonacHocTu MNOH
N cuctemMbl nx 0B6paboTKM Ha Kagoro CoTpyaHuKa B npegeniax ero nosiHoMmounn. B coot-
BETCTBMM C 3TUM MPUHLUMNOM pacnpegeneHne npas 1 0683aHHOCTEN COTPYAHUKOB CTPO-
NTCs Taknm obpasom, 4YTobbl B cnyyae noboro HapyLeHust Kpyr BUHOBHMKOB Obln YeTKO

n3BecTteH nnn ceegeH K MUHMMymy.

5.8 MpuHLMN MMHUMM3aLUN NOTHOMOYUNA
OsHavyaeT npegocTaBneHne nosnb3oBaTensiM MUHUMarbHbIX NpaB JOCTyna B COOT-
BETCTBMM C NPOU3BOACTBEHHOMW HEOOXOAMMOCTbLIO, Ha OCHOBE MpuHUMMa «BCE, YTO He
paspeLlueHo, 3anpeLyeHo.
Hoctyn k MOH gormkeH NpeaoCcTaBnAaTbLCS TOMNbKO B TOM Criydae n obbeme, ecnm ato

Heobxoanmo COTPYOHUKY O5nA BbINMOJIHEHNA €ro AOJTKHOCTHbIX obda3aHHOCTEN.

5.9 BzaumopgencTBMe U COTPYAHNYECTBO
Mpegnonaraet co3gaHne GnaronpuATHOM aTtMocdepbl B KOMMNEKTUBax nogpasae-
nenun, obecneumsatowmx geatensHocte CTOH YupexaeHus, ons CHUKEHUS BEPOATHO-

CTWU BO3HUMKHOBEHUS HErATUBHbLIX JENCTBUN CBA3AHHbIX C YeroBEe4YECKUM C*)aKTOpOM.
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B Takon obcTaHoBKe COTPYyAHWKN OOJ1KHblI OCO3HaHHO cobniogaTtb YCTAHOBJIE€HHbIE
npaBsuniia N OKa3blBaTb cogencteme B OesATENbHOCTH no,qpas,u,eneHMVl TEXHNYECKOM 3aluu-

Tbl UHPOPMALINNA.

5.10 MmbkocTb cuctembl 3awmThbl MOH
MpuHATbIE Mepbl U YCTaHOBIEHHbIE CPeacTBa 3aluTbl, OCOOEHHO B HadanbHbIN
nepuoa ux akcnnyartauuu, moryt obecneumBaTtb Kak Ype3MepHbIA, Tak U HEAOCTaTOYHbIN
ypOBeHb 3awuTbl. [ns obecnedeHnss BO3MOXHOCTU BapbMpOBaHMS YPOBHEM 3aLLULLEHHO-
CTW, CpeAcTBa 3alUnTbl OMKHbI 06nagaTtb onpeaeneHHon rbkocTbio. OCOBEHHO BaXKHbIM
3TO CBOWCTBO SIBNSIETCA B Te€X Cry4vasix, Koraa YCTaHOBKY CPeACTB 3alMTbl HE0OXoanmo
OCYLLECTBNATbL Ha paboTaloLyo CUCTEMY, HE HapyLuas npouecca ee HOpManbHOro yHK-

LUNOHNPOBaAHUA.

5.11 OTKpbLITOCTL aNropuTMOB U MEXaHU3MOB 3aLUUThbI
CyTb NpvHUMNA OTKPLITOCTM arnropuTMOB M MEXaHU3MOB 3alUUTbl COCTOUT B TOM,
YTO 3aluMTa He JoSKHa obecneynBaThbCs TOMBbKO 33 CHET CeKPEeTHOCTU CTPYKTYPHOW opra-
HM3aLUMM N anropuTMOB (PYHKLIMOHMPOBAHMS ee noacucteMm. 3HaHWe anroputMoB paboThbl
CUCTEMbI 3alMTbl HE OOSMPKHO AaBaTb BO3MOXHOCTM €e NpPeodorieHus (gaxe aBTopam).
OpHako, 3TO He O3HayaeT, YTo MHGOPMaLUS O KOHKPETHOW CUCTEME 3almUTbl OOJIKHA

ObITb 06LWeaoCcTynHa.

5.12 NpocToTa NpUMeHeHUsa cpeacTB 3aLUTbI

MexaHn3Mmbl 3amThl OMMKHbI ObITb UHTYUTUBHO MOHATHBI U MPOCTLI B UCMNOMb30Ba-
HUKW. NpMeHeHne cpeacTB 3aWunTbl HE AOMKHO ObiTb CBSA3@HO CO 3HAHWEM creunanbHbIX
A3bIKOB MW C BbIMNOSIHEHNMEM OEUCTBUN, TPebyroLwmx 3HaYMTENbHbLIX OOMOMHUTENbHbIX
Tpygoo3artpatr npu obbl4HOM paboTe 3aperMcTpMpoBaHHbBIX YCTAHOBMEHHBIM MOPSAAKOM
nonb3oBaTtesien, a Takke He JOMMKHO TpeboBaTb OT NOSMb30BATESS BbINOSIHEHUS PYTUHHbIX
MarnonoHATHbIX eMy onepaunin (BBO4 HECKOSTbKMX Naponen n UMeH 1 T.4.).

[lorkHa aocTuratbCa aBToMaTu3aums MakCMManbHOro Ymcrna AenucTBui Nonb3oBa-

Tenen n agmuHucTpaTtopos NCIOH.

5.13 HayuyHas 060CHOBaHHOCTbL M TeXHU4YeCcKas peanusyeMocTb
NHdopMaLMOHHbIE TEXHOMOMMK, TEXHUYECKUE U NporpamMmMHbIe CpeacTBa, CpeacTsa
MU Mepbl 3almMTbl MHPOPMAaLUM AOMKHbI BblTb peanu3oBaHbl HA COBPEMEHHOM YPOBHE
Pa3BUTUS HAYKU U TEXHWKM, HAyYHO 0BOCHOBAaHBI C TOYKM 3PEeHUsA OOCTUXEHMS 3a0aHHOMo
YpOBHSA 6e30MacHOCTM MHOPMALMA U AOIMKHbI COOTBETCTBOBAThL YCTAHOBMEHHLIM HOp-

mam 1 TpeboBaHmnam no 6esonacHocTu MAOH.
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C3lNOn gomkHa GbITb OPMEHTMPOBAHA Ha peLUeHUs, BO3MOXHbIE PUCKM ANSA KOTO-
pbIX U Mepbl NPOTUBOAENCTBUS STUM PUCKaAM MPOLUIIM BCECTOPOHHIOK TEOPETUYECKY U

NpaKTU4eCKyto NPOBEPKY.

5.14 Cneumanusaums u npodeccuoHanusm
MpeanonaraeT npuere4deHne K paspaboTke CPEACTB M peanus3auun Mep 3aliuThbl
NHOPMaLMN Creumann3npoBaHHbIX OpraHu3auuii, Haubornee MNOArOTOBMEHHbIX K KOH-
KpeTHOMY BWUAY AesATeNnbHOCTU Mo obecnedveHuto GesonacHocT MOH, UMEOLMX OnbIT
npakTu4yeckon paboTbl U rocydapCTBEHHYIO NMULIEH3NIO Ha MpaBo OKasaHWsA YCnyr B 9TOW
obnactn. Peanusauus aaMUHUCTPATUBHBIX MEP W 3KCMNnyaTaumsa CpeacTs 3allmTbl JOMK-

Ha OCYyLWeCTBNATbCA I'IpOCbeCCI/IOHaJ'IbHO noaroToBJieHHbIMU crnieynanmnctamm y‘-lpe)K,El,eHI/IFI.

5.15 O6a3aTenbHOCTbL KOHTpONSA

MpennonaraeT 06a3aTenbHOCTb M CBOEBPEMEHHOCTb BbISIBMEHUS U MpeceyveHus
MOMbITOK HapYyLLEHWUs1 yCTaHOBMEHHbIX npasun obecneveHns 6esonacHoctu MOH Ha OCHO-
BE WCMOMb3yEMbIX CUCTEM W CPEACTB 3alUThl MHGOPMALIMKM NPU COBEPLUEHCTBOBAHWUM
KpUTEPUEB M METOA0B OLEHKN 3PPEKTUBHOCTM ITUX CUCTEM U CPEACTB.

KoHTpOmb 3a AeATenbHOCTbLIO N0GOro Nonb3oBaTens, Kaxaoro CpeacTsa 3alumTbl U
B OTHOLLEHUM Mo60oro 06beKTa 3aLUMThbl AOIMKEH OCYLLEECTBATLCA HA OCHOBE MPUMEHEHWS
CPeaCTB OnepaTUBHOrO KOHTPOISA UM PerucTpaumum v OOMKeH OXBaTblBaTb Kak HEeCaHKLMO-

HUpoBaHHbIE, TaK N CAHKLUNOHUNPOBAHHbLIE AEencTBuUs nonb3oBaTenen.
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6 Mepbl, MeTOAbI M CcpeacTBa o6ecrneyeHust Tpebyemoro ypoBHS 3alUMULLEHHOCTH
ObecneyeHne TpebyemMoro ypoBHS 3aLLMLLEHHOCTM AOIMPKHOCTM AOCTUraTbCsl C UC-
nonb3oBaHMEM Mep, MeTodoB U cpeacTB GeszonacHocTu. Bce mepbl obecneveHunss 6es-

onacHoctn NCIOH nogpasgenatTcs Ha:

- 3aKoHoaTernbHble (NpaBoBbIe);

MOpPalribHO-3TU4ECKNE,

OpraHM3aumnoHHble (aOMUHUCTPATUBHbLIE);

domsnyeckue;
- TEXHMYEeCKMe (annapaTHble U NPorpaMMHbIE).
MepeyeHb BbIbpaHHbIX Mep obecneveHns 6e3onacHOCTN oTpaxaeTcs B [1naHe me-

pOI'IpI/IFITI/II7I no obecneyeHno 3aLLnThI nepcoHarnbHbIX AaHHbIX.

6.1 3akoHogaTenbHbIe (NPaBOBbLIE) Mepbl 3aUTLI
K npaBoBbIM Mepam 3aLMTbl OTHOCATCHA OAEWCTBYHOLUME B CTPAHE 3aKOHbI, yKasbl U
HOpMaTUBHbIE aKTbl, pernameHTupyowme npasuna obpawenua ¢ MNOH, 3akpennswowme
npaBa M 06s3aHHOCTN Y4aCTHUKOB MHGOPMAaLMOHHbLIX OTHOLLEHUI B npouecce ee obpa-
BOTKM M NCNONb30BaHWSA, a TakkKe YCTaHaBMNMBalLME OTBETCTBEHHOCTb 3a HapyLUEHUS
3TUX NpaBui, NPENSITCTBYA TEM CaMbIM HEMPABOMEPHOMY Mcnonb3oBaHuto MOH n aBnsto-

LUMeCs coepXMBaOLUM PaKTOPOM 4SS NOTEHUMANbHbIX HapyLunTenen.
MpaBoBble Mepbl 3aLMTbl HOCAT B OCHOBHOM YNpexaawLwmi, npodmnakTmyeckmi
XapakTtep 1 TpebytoT NOCTOSAHHON pa3bsCHUTENbHOM paboTbl C Nonb3oBaTensamm n obeny-

XnBawwmm nepcoHasrioMm CUCTEMBbI.

6.2 MopanbHO-3TU4YeCcK1Me Mepbl 3aLuThbl

K MopanbHO-3TMYECKMM MepaM OTHOCSTCH HOPMbl NOBEAEHUS, KOTOPble TpaguLm-
OHHO COXWNUCb UMK CKNaablBalTCA NoO Mepe pacnpocTtpaHeHuss 9BM B ctpaHe nnu ob-
LecTBe. AT HOpMbI BONbLUEN YaCTbio HE ABNAKTCA 00s13aTENbHBIMKN, Kak 3akoHoaaTeNb-
HO YTBEPXOAEHHbIE HOPMATUBHbIE aKTbl, O4HAKO, UX HecobnogeHne BeaeT 0BbIYHO K na-
AEHNIO aBTOpUTETa, MPEecTuXka uYernoBeka, rpynnbl NUu, Mnu opraHu3dauun. MopanbHo-
3Tn4Yeckme HopMbl ObIBalOT Kak HenmcaHble (Hanpumep, obLienprM3HaHHbIe HOPMbl YECTHO-
CTW, NaTtpuMoTuamMa M T.Nn.), Tak U NUCaHble, TO eCTb OPOPMIEHHbIE B HEKOTOPbLIA CBOS,
(ycTaB) npaBun nnu npeannucaHuin.

MopanbHO-3TMYeCKMe Mepbl 3alMTbl SBMSIOTCA NpoduUnakTu4eckumm n TpedytoT

NOCTOSIHHOM paGOTbI no co3gaHuio 300pOBOIro MopasribHOro Knnmmata B KOoJnnektuBax noa-
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pasp,eneHMVl. Mopaano-amquKme Mepbl 3allnTbl CHMXalOT BEPOATHOCTb BO3HMKHOBEHUA

HeraTUBHbIX eNCTBUN CBA3aHHbIX C YerioBe4YeCKUM DaKTOPOM.

6.3 OpraHuMsauMoHHble (aAMUHUCTPaTUBHbIE) Mepbl 3aLWKUThbl

OpraHusaunoHHble (agMUHUCTPaTMBHbIE) Mepbl 3aluUTbl - 3TO Mepbl OpraHu3aum-
OHHOrO XapakTtepa, perfaMmeHTupyroLwme npoueccol pyHkunoHmposanus NCIOH, ncnone-
3oBaHue pecypcoB UCIOH, aearenbHOCTb 06CnyKnBatoLLero nepcoHana, a Takke nops-
AOK B3anmopgencteusa nonb3dosatenen ¢ NCIMOH Takum o6pasom, 4Tobbl B HambonbLuewn
CTENeHn 3aTPYAHUTb UMM UCKITIOYUTL BO3MOXHOCTb peanusaumm yrpo3 6e3onacHoCcTv unm
CHU3UTb pa3Mep NOTepb B Clyyae nx peanusauuu.

[MaBHasa uenb aAMWUHUCTPATUBHBLIX Mep, NpeanpuHUMaeMbiX Ha BbICLLEM Ynpas-
NIeHYecKkoM YpoBHe — cdopmupoBaTb [lonnTuky mHdopmaumoHHon GesonacHoctu MOH
(oTpaxatowyo noaxodbl K 3awmte nHpopmaummn) n obecneynTb ee BbINOMHEHWE, Bblae-
nssi HeobxoaMMble pecypchbl M KOHTPONUPYS COCTOSIHUE Aenn.

Peanusauus MNonutukn nHgpopmaumoHHon 6esonacHoctn MNAOH B NCIMOH coctoar
M3 Mep agMMHUCTPATUBHOIO YPOBHSA M OpPraHM3auMOHHbIX (NpoueaypHbIX) Mep 3aluuTbl
NHopMauuu.

K agMuMHMCTpaTMBHOMY YPOBHIO OTHOCATCS peLUeHUs PyKOBOACTBa, 3aTparvsato-
wne gedarenbHoctb NCIOH B uenom. 3Tu pelueHna 3akpennaioTtesa B [Nonutruke nHgop-
MauMOHHON Be3onacHoCTU. [pMepoM Takmx peLeHnn MoryT ObiTh:

- MPUHATUE peLleHns 0 POPMUPOBAHUN NN NEPECMOTPE KOMMNIIEKCHOW NpOorpamMmbl
obecneyveHuns 6esonacHocTu MNIH, onpegeneHne OTBETCTBEHHbIX 3a €e peanuaaumio;

- (pbopmynupoBaHuMe Lenen, NOCTaHOBKa 3afay, onpefeneHve HanpasneHun aes-
TenbHocTn B obnactu 6e3onacHoctu MNOH;

- MPUHATUE peLleHu No BonpocamM peanu3aumm nporpaMmmbl 6€30MacHOCTU, KOTO-
pble paccMaTpMBalOTCS Ha YPOBHE YUpexaeHus B Lenowm;

- obecneyeHne HopmaTMBHOM (NpaBoBon) 6a3bl BONPOCoB 6e30MacHOCTU 1 T.1.

MonuTuka BepXHEro ypoBHA A0SMKHA YETKO OYepTUTb Chepy BIUSHUS U OrpaHuye-
HUA Npu onpeneneHun uenen 6esonacHoctu MNMOH, onpeaennTb KakMMmn pecypcamm (ma-
TepuarnbHble, NepcoHan) oHn ByayT OOCTUrHYTbl U HAUTU Pa3yMHbI KOMAPOMUCC MeXAyY

npuemMnemMbiM ypoBHeM 6e3onacHOCTU U yHKUMOHanbHoCcTbo NCT1OH.

Ha opraHusauMoHHOM ypOBHe ornpefensTca npoueaypbl U npaBunia AOCTUXKEHUS
uenen n pewenunsa 3agad MNMonutnkm nHgpopmauynoHHon 6esonacHoctn MNAOH. BT npasuna
onpenensioT:

- KakoBa obnacTb NpUMeHeHUs NonuTukKM 6esonacHocty MNOH;
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- KaKkoBbl ponn 1 o06A3aHHOCTU OOMKHOCTHBIX NUL, OTBeYalLme 3a npoBefeHue
nonutnkn 6esonacHoctn MNAH, a Tak e UX yCTaHOBUTb OTBETCTBEHHOCTb;

- KTO umeeT npasa goctyna K MNAH;

- KakKuMu Mepamu n cpegctesamm obecneumsaeTca 3awmrta MNAH;

- KaKunMn Mepamm 1 cpeacrsamm obecneunBaeTcs KOHTPOJ1b 3a cobnogeHnem

BBEOEHHOIo pexmnma Ge3onacHocTMw.

OpFaHVI3aLI,VIOHHbIe Mepbl OOJTKHbI:

- npegycMmatpmBatb perfnameHT WHPOPMALMOHHBLIX OTHOLUEHUMW, WCKYaoLWmX
BO3MOXXHOCTb HECAHKLUMOHNPOBAHHbLIX 4EUCTBUN B OTHOLUEHUN OOBLEKTOB 3aLUUThI;

- onpenenatb KoaruMuMOHHbIE N nepapxuyeckme NpUHUMNbl 1 MeToAbl pasrpaHuye-
Hua goctyna K MNAHx;

- onpenenatb Nopsaok paboTbl C NPOrpaMMHO-MaTEMATUYECKUMU U TEXHUYECKUMMU
(annapaTtHble) cpeacTBaMm 3almnTbl U KPUNTO3aLWUTbI U APYTMX 3aUTHBIX MEXaHU3MOB;

- opraHu3oBaTb Mepbl npotuBoaenctems HCL nonb3oBaTtensmMu Ha dTanax ayTeH-
TUmkaummn, asTopusaumu, mnaeHTudukaumm, obecrneymBarOWMX rapaHTUM peanusaumm

npaB n oTBETCTBEHHOCTU Cy6'beKTOB VIHCbOpMaLI,MOHHbIX OTHOLLEHUN.

B opraHnM3aumnoHHble Mepbl AOSTKHbI COCTOSATb U3:

- pernamenTa goctyna B nomewieHnsa ACTMOH;

- NOpSAJOK Aonycka COTPYOHMKOB K mcnonb3oBaHuto pecypcoB UCTOH Yupexae-
HUS;

- pernameHTa npoueccoB BefeHna 6a3 AaHHbIX U OCyLLeCcTBNeHUs Moaudukaumm
MHAPOPMALMOHHBIX PECYPCOB;

- pernameHTa npoueccoB 06GCNYyXMBaHUA N OCYLLECTBNEHMS MoauduMKaumMm anna-
paTHbIX U NporpamMmmMHbIx pecypcoB NCIOH;

- MHCTpyKunn nons3doBatenen NCIMOH (agmuHucTpaTopa NCIOH, agmuHucTpaTopa

6esonacHocTun, onepatopa NCIOR);

- MHCTPYKLUMA nosib3oBaTeNnA npn BOSHMKHOBEHNN BHELUTATHbIX CVITyaLI,VIVI.

6.4 ®dusnyeckne Mepbl 3aLMUTbI
dusmyeckne Mepbl 3alUTbl OCHOBaHbI Ha MPMMEHEHMU Pa3HOro poda MexaHude-
CKUX, 3NEKTPO- MIN 3MEKTPOHHO-MEXaHUYECKUX YCTPOWCTB U COOPYXKEHUN, creumnanbHO

npeagHa3HavYeHHbIX Ond co3gaHuA (bVI3VI‘-IeCKI/IX I'IpeI'IFITCTBI/IIZ Ha BO3MOXHbIX MYTAX MpoO-
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HUKHOBEHNA N OOCTYyNa NOTeHUWanbHbIX HapywmnTenenm K KOMNOHEHTaM CUCTEMbI U 3aluu-
LLlaeMon MHopmauun, a Takke TEXHNYECKUX CPEeACTB BU3yanbHOro HabnogeHus, CBA3N n
OXpaHHOW CUrHanusaumm.

dunsnyeckas 3awmta 3gaHun, NOMeLLEHNN, 06BHEKTOB N CPeacTB MHopMaTUaumnm
AOJDKHA OCYLLEeCTBNATLCA NYyTEM YCTAHOBNEHUS COOTBETCTBYHOLLMX NMOCTOB OXPaHbl, C MNo-
MOLLbIO TEXHUYECKUX CPEACTB OXpaHbl Unn nobbiMu gpyrmmmn cnocobamu, npegoTepalla-
IOLUUMN UMK CYLLLECTBEHHO 3aTPYAHSOWMMU NPOHUKHOBEHWE B 3aHWe, NoMeLleHUs no-
CTOPOHHUX NNL, XULLEHNE MHGOPMALMOHHBIX HOCUTENEN, camMuUX CpeacTB MHdopmaTuaa-
LUUKM, UCKMOYAKLWNMKN HaXOXOEeHNEe BHYTPU KOHTPONMPYEMON (OXpaHAEMOWN) 30HblI TEXHU-

YEeCKUX CpeacTB pa3BeKu.

6.5 AnnapaTHo-nporpammMHbie cpeacTsa 3awmTbl MOH

TexHnyeckne (annapaTHO-NPOrpaMMHbIE) Mepbl 3aWUTbl OCHOBaHbI HA WUCMNOMb30-
BaHUN Pa3fINYHbIX 3MEKTPOHHBIX YCTPOMUCTB M crneumnarbHbIX NporpaMmM, BXOOSLWMX B CO-
ctaB NCIOH n BbINONHAKOLWMX (CAMOCTOATESNIbHO UIM B KOMIMSIEKCe C ApYyrMMn cpeacTtBa-
MUW) OYHKUMKM 3awmnTbl (MOeHTUMUKaLUMIO N ayTeHTUdnKaumo nosnb3oBaTtenen, pasrpaHu-
YeHue OOCTyna K pecypcam, permcrtpauuio cobbliTnin, Kpyntorpadpuieckoe 3akpbiTUE WH-
dopmaumm n 1.4.).

C ydyeTom Bcex TpeboBaHUn 1 npuHUMNoB obecneyvyeHns 6esonacHoctn MNOH B UNC-
MOH no BcemM HanpaBneHnsam 3almTbl B COCTaB CUCTEMbI 3aLMTbl AOSHKHbI ObiTb BKMAOYeE-
Hbl crnegyloLwme cpeacTea:

- cpeacTBa uMaeHTUduKauum (ono3HaBaHus) U ayTeHTUdukaumm (NoaTBEPXKOEHUS
noanuHHocTun) nonb3osatenen NCIOH;

- CpeAcTBa pasrpaHuYeHnsa SOCTyna 3apermcTpupoBaHHbIX Mofb3oBaTenen cucre-

Mbl K pecypcam NCIOH YupexaeHus;

- cpeacTBa obecneyeHns N KOHTPONSA LIENOCTHOCTM NPOrpaMMHbIX U MHopmaum-
OHHbIX PECYPCOB;

- CpeAcTBa onepaTMBHOIO KOHTPOMA U pernctpaumm cobbiTnn 6e3onacHoCTy;

- KpynTorpaduyeckune cpeacrtea 3awmutbl MNOH.

YcnewHoe npuMeHeHne TeXHUYECKUX CPeacTB 3alnTbl HA OCHOBAHUU NMPUHLMNOB
(pasgen 5) npegnonaraeT, YTO BbINOMIHEHNE NepeYnCneHHbIX HUXe TpeboBaHui obecne-
YEeHO OpraHM3auMOHHbIMK (aOMUHUCTPATMBHBIMW) MEpaMn U UCNONb3yeMbiMU U3nde-

CKUMU cpencrBamMun 3alLUThbI:

- obecneyeHa pusmyeckasa LenocTHOCTb Bcex kKomnoHeHT NCI1OH;
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- Kaxabln coTpyaHuk (nonb3osatens VICIIOH) unu rpynna nonb3oBaTtenen wumeet
YHUKaIbHOE CUCTEMHOE UMS U MUHUManbHO HeobxoauMble NS BbIMNOMHEHUS UM CBOWUX
PYHKUNOHasbHbIX 06593aHHOCTEN MOSTHOMOYMS MO AOCTYNY K pecypcamMm CUCTEMBI;

- B NCMNOH YupexneHus paspaboTka u oTnagka nporpaMmm OCyLLeCTBNsieTcs 3a
npegenamu NCI10H, Ha ncnbiTaTesbHbIX CTEHOAX;

- BCE U3MEHEHUNA KOHUrypaumm TEXHUMYECKMX U nporpammHbix cpencts NCIOH
NPOU3BOAATCS CTPOro YCTaAHOBMEHHLIM MOPALAKOM (PErMCTPUPYIOTCS U KOHTPOSMPYHOTCS)
TONBbKO Ha OCHOBAHUM Pacnops>XeHU PyKOBOACTBA YUpexaeHus;

- ceTeBoe ob6opyaoBaHMe (KOHLEHTpaTOpbl, KOMMYTaTOpbl, MapLipyTM3aTopbl W
T.N.) pacnonaraeTcs B MecTax, HeAOCTYNHbIX AN MOCTOPOHHMX (CneuunarnbHbIX nomeLle-
HUAX, WKadgax, 1 T.M.).

- cneumanuctTammn YupexaeHnsa ocyLlecTBNAeTCs HernpepbiBHOE ynpaBrneHue u aa-

MWHUCTPATMBHAs noaaepkka yHKLMOHMPOBaHNSI CPeACTB 3almThbl.
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7 KonTponb adpcpektnBHOoCTU cuctembl 3awmtbl UCMNOH YupexaeHus

KoHTponb adpcpektBHocTn C3IMOH gormkeH ocyLlecTBNAETCS Ha nepuoanyeckon
ocHoBe. Llenbto KOHTpons 3dEKTUBHOCTM SABMNSETCA CBOEBPEMEHHOE BbISIBIEHNE He-
Hagnexawux pexmmo paboTtbl C3MOH (oTkNOYEeHME CpeacTB 3alWuTbl, HapyLleHne pe-
XMMOB 3alUnTbl, HECAHKLMOHMPOBAHHOE U3MEHEHNE pexuMa 3aluTbl U T.M.), a Tak nNpo-
rHO3MPOBaHWE N NPEBEHTUBHOE pearmpoBaHne Ha HOBble yrpo3bl 6esonacHocTy MAH.

KoHTponb MoOXeT npoBOAMTLCA Kak agMuHucTpatopamu 6esonacHoctn UCTIOH
(onepaTmBHbIV KOHTPOSb B NpoLecce nHdopmMmauynoHHoro B3ammogenctaunsa B MCIOH), Tak
N NpuBReKkaeMbiM/ ANA 3TOW Lenv KOMMNETEHTHbIMU OpraHn3aumsMn, NMeLMMKN NULEH-
310 Ha 3TOT BUA geatenbHocTn, a Takke PCTIK Poccun n ®CB Poccun B npegenax mnx
KOMMeTEeHLMMW.

KOoHTpONb MOXeT OCyLLeCTBAATLCA aAMUHUCTpaTOpoM 6e30nacHOCTM Kak C NoMo-
Wb LWTaTHbIX CPeACcTB cucTeMbl 3awmnTtbl MNOH, Tak 1 C NOMOLLLIO chneumanbHbIX Mpo-
rPaMMHbIX CPEACTB KOHTPONS.

OueHka apekTnBHOCTU Mep 3awmThl MNMOH NpoBOANTCSA C UCNOSMb30BAHUEM TEXHU-
YECKMX MU NPOrpamMmMHbIX CPeACTB KOHTPOMsS Ha nNpeaMeT COOTBETCTBUS YCTaHOBMEHHbLIM

TpeboBaHUAM.
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8 Cdhepbl oTBeTCTBEHHOCTU 3a 6e3onacHocTb MAOH

OTBEeTCTBEHHbBIM 3a pa3paboTKy Mep 1 KOHTPOIb Hag obecneyeHnem 6e3onacHOCTU
NepCcoHarnbHbIX AaHHBIX ABMSETCA PYKOBOAUTENb YUpexaeHus. PykoBoanTenb MOXeT ge-
nernpoBaTb YacTb NOSIHOMOYNIA MO obecneyvyeHno 6e30NacHOCTM NePCOHanNbHbIX AHHbIX.

Cdbepa OTBETCTBEHHOCTU PYKOBOAUTENSA BKMOYAET Ccrnefylwme HanpaBrieHus
obecneyenus 6esonacHocTu MNOH:

- MnaHnpoBaHue n peanusauna mep no obecneveHunto 6esonacHoctn MNOH;

- AHanu3 yrpo3 6e3onacHocTu MNOH;

- PaspaboTtKy, BHeapeHne, KOHTPOSIb UCMOSIHEHNA N NoaaepXaHne B akTyarnbHOM
COCTOSIHUM MONUTUK, PYKOBOALCTB, KOHUENnuuu, npoueayp, pernameHToB, MHCTPYKUMA ©
APYrMx opraHn3aLmMOHHbIX JOKYMEHTOB No obecnevyeHnto 6e30nacHoCTy;

- KoHTponb 3awmeHHocTn UT nHdpactpyktypbl KomnaHum ot yrpos Vb nytem;

- OBy4yeHne n mHpopmuposaHme none3oBaTtenen NCIOH, o nopsagke paboTbl C
MOH n cpegcTtBamn 3aWmThl;

- MpepoTBpalleHne, BbiSiIBfieHWe, pearMpoBaHue M paccnefoBaHve HapyLleHUK

6e3onacHocTu MNOH.

Mpn B3anmogencTBmm co CTOPOHHMMW OpraHM3aunsaMm B criydasix, korga coTpyaHu-
Kam 9TUX opraHu3aumin npegoctaBngeTcs OCTyn K obbekTam 3awmnTtobl (pasgen 3), ¢ aTu-
MU opraHmsaumamMm OOSMKHO ObiTb 3aknioyeHo «CornawleHne o KoHuAeHUManbHOCTUY,
nnbo «CornaweHne o cobnogeHnn pexunma 6esonacHoctu MOH Npyn BbINONHEHUN paboT
B NCIOH». MNoarotoBka TUNOBLIX BAapUaHTOB 3TUX COrMalleHu OCYLLECTBMSAETCA COB-

mMecTHo ¢ OTAenom KagpoBOro U HOPMaTUBHO-NPABOBOro obecneyeHns .
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9 Mogenb HapywuTensa 6e30nacHOCTH

Moa Hapywutenem B Y4YpexaeHuu MnoHMMaeTcs Nuuo, KOTopoe B pesynbraTte
YMBILUIEHHbIX UMW HEYMbILWMEHHbIX AENCTBUA MOXET HaHecTu yulepb obbektam 3awuTbl
(pasgen 3).

Hapywwntenu nogpasgensatoTcss no npuaHaky npuHagnexHoctn k UCIIOH. Bce
HapywmTenun genaTcsa Ha ase rpynnbi:

e BHELLUHME HapywuTenu — dumsmyeckue nuua, He nmetowme npaea npeboiBa-
HUA Ha TEPPUTOPUN KOHTPONMPYEMOW 30HbI, B Npeaenax KoTopou pasmeLla-
eTcqa obopynosaHue NCIOH;

e BHYTPEHHME HapywunTenu — uandeckne nuua, umerowme npaeo npebdbiBa-
HUS Ha TEPPUTOPUN KOHTPONMPYEMOWM 30HbI, B Npeaernax KoTopon pasmella-
etcqa obopynosaHue NCIOH.

Knaccudpumkauma Hapywutenen npeactaesneHa B Mopgenu yrpo3 6esonacHoCcTu

nepcoHanbHbIX AaHHbIX Kaxgon NCIOH.
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10 Mogenb yrpo3s 6esonacHocTH
Ana NCIMNOH Y4ypexaeHus BblOENATCA crnefylolwmne OCHOBHblE KaTeropuu yrpos

6GesonacHocTn nepcoHarnbHbIX AaHHbIX:

1) Yrposbl OT yTEUKU MO TEXHUYECKUM KaHanam.
2) Yrposbl HeCaHKLMOHMPOBaHHOMO AOCTYMa K MHGopMauum:

- YIpo3bl YHUUTOXEHUS, X1LLeHnsa annapaTtHbix cpencts NCIOH HocuTenen
MHopMauun nytem duandeckoro goctyna k anementam NCI1H.

- YIpo3bl XULEHUS, HECAHKLUMOHNPOBaAHHOW MoaudukaumMm mnmn 6rnokmpoBa-
HUA MHJOPMaLUUKM 3a cHeT HecaHKuuoHMpoBaHHoro goctyna (HC[) ¢ npyumeHeHnem
nporpaMMHo-annapaTHbIX U NporpaMMHbIX cpeacts (B TOM 4ucrne nporpamMmmHo-
MaTemMaTUYECKUX BO3AENCTBUN).

- Yrpo3bl He npegHamMepeHHbIX AeNCTBMIA Mornb3oBaTenen U HapyLlleHun
6esonacHocTn pyHkunoHmposanms NCIOH n C3IMOH B ee coctaBe u3-3a cboes B
nporpaMmmHOM obecneveHnn, a Takke OT yrpo3 HeaHTponoreHHoro (c6oes annapa-
TYpbl M3-3a HEHaOEeXHOCTU 3dneMeHTOB, CboeB JNeKTponUTaHma) U CTUXMAHOIO
(yoapoB MOSTHMI, NOXapOoB, HABOAHEHUM U T.M.) XapakTepa.

- Yrpo3bl NpegHaMepeHHbIX 4ENCTBUN BHYTPEHHUX HapyLUUTENEN.

- erosbl HEeCaHKUMOHMNPOBAHHOIO AOCTYyMa No KaHanamM CBA3N.

Onucanue yrpos, BepoATHOCTb UX pealin3aunn, onacHOCTb N aKTyallbHOCTb Mnpen-

ctaBneHbl B Mogenu yrpo3 6e30nacHOCTM NepCcoHanbHbIX AaHHbIX kaxaon NCIOH.
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11 MexaHu3m peanusaumm KoHuenuum
Peanusauna KoHuenuuy gomkHa OCyLLECTBMNATLCA Ha OCHOBE NEPCNeKTUBHBIX NPo-

rpaMmm 1 nj1iaHoB, KOTOPbIE COCTaBJIAKTCA Ha OCHOBaAaHUN U BO UCIMOJTHEHUE!

- cbegepanbHbIX 3aKOHOB B obnactu obecneveHnss MHpopmaunoHHon GesonacHo-

CTWU 1 3aWnTbl HOPMaLNK;
- noctaHoBneHun NMpaButensctea Poccurckon degepaumm;

- PYKOBOSALLMX, OpraHn3aunMoHHO-pacnopaanuTenbHbIX U METOOUYECKUX OOKYMEH-
ToB PCTIK Poccuu;

- notpebHocten VCIOH B cpeactBax obecneyeHuns 6e3onacHoOCT nHopmaumn.
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12 Oxunpaembin acpbcpekT oT peanusaumm KoHuenumm

Peanusauus KoHuenuuu 6e3onacHoctu NAH B UCIMOH no3BonuT:

- OUEHUTb cocTosiHne ©GesonacHoctn MHgopmaumm WCTIOH, BbISIBUTb WUCTOYHMKK
BHYTPEHHMX U BHELUHUX Yrpo3 MHOpMaumnoHHoM 6e3onacHoCTK, onpeaennTb NpuopuTeT-
Hble HanpaBneHnsa Npe4oTBPALLEHNS, OTPAXKEHUSA N HENTPanNM3aunm aTUX yrpos;

- paspaboTtatb pacnopsguTenbHble U HOPMATUBHO-METOANYECKME LOOKYMEHTDI
npumeHuTensHo K CIMOH;

- NpoBeCcTu Krnaccudukaumo n ceptndpukauuo NCrax;

- NMPOBECTN OpPraHM3auNOHHO-PEXNMHbIE U TEXHUYECKME MEepOonpusaTus no obecne-
yeHuto 6e3onacHoctm MNAOH B CIAH;

- obecneynTb HeOBXoaMMbIN YpOBEHb BE30MacHOCTN OOBHLEKTOB 3aLUUTHI.

OcyuwiecTBneHne aTux meponpusatTui obecrneynT cosgaHue eOuHOW, LIENIOCTHOWN U
CKOOPANHUPOBAHHOW CcMCTEMbI MHpOopMaLUnoHHon 6esonacHoctn MCTIOH 1 co3gacT ycno-

BUSI ANS ee ganbHenLwero COoBeEpLUEeHCTBOBAHUA.
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13 Cnucok ncnonb3oBaHHbIX UICTOYHMKOB

OCHOBHbIMM HOPMAaTUBHO-NPaBOBbLIMW U METOANYECKMMWN LOKYMEHTaMW, Ha KOTO-
pbix 6asnpyeTca HacTosiwee NonoxeHne ABNATCS:

1 ®epepanbHbii 3akoH oT 27.07.2006 r. Ne 152-03 «O nepcoHanbHbIX AaHHbIX»
(nanee — ®3 «O nepcoHanbHbIX AaHHbLIX»), YCTaHaBAMBAOLLNA OCHOBHbLIE MPUHUMMbLI U
ycnosusa obpaboTkm MOH, npaBa, 06513aHHOCTUN M OTBETCTBEHHOCTb Y4aCTHUKOB OTHOLLE-
HWUIN, cBsI3aHHbIX ¢ 0bpaboTkon MNMOH.

2 «[MonoxeHne 06 obecnevyeHnn 6e30MacHOCTU NEPCOHarbHbIX AAaHHbIX NPU X 06-
paboTke B MHGOPMALMOHHbIX CUCTEMAX MEPCOHanNbHbIX AaHHbIX», yTBEpXAeHHoe [locTa-
HoBneHueM [lpasutensctea P® o1 17.11.2007 r. Ne 781.

3 «[Mopsagok npoBefeHus kKnaccudumkaumm MHOPMAaLNOHHBIX CUCTEM MepCoHarlb-
HbIX JaHHbIXY», YTBEPXAEHHbIN coBMeCTHbIM [Mpnkazom PCTIK Poccum Ne 55, dCE Poc-
cvn Ne 86 n MunuHdopmcesasn PO Ne 20 ot 13.02.2008 r.

4 «lMonoxeHne o6 ocobeHHOCTAX 06paboTkM NepcoHanbHbIX AaHHbLIX, OCYLLEeCTB-
nsemon 6e3 Ncnonb3oBaHUA CpeacTB aBTomMaTuU3auuny, yTeepxxaeHHoe lNoctaHoBNeHNEM
MpaButenbctBa P® o1 15.09.2008 r. Ne 687.

5 «TpeboBaHua kK MatepuarnbHbIM HOCUTENAM OMOMETPUYECKMX MNEPCOHANbHbIX
AAHHbIX N TEXHOMNOIMMAM XPaHEHUSA TakuX OaHHbIX BHE MHM(OPMALMOHHbBIX CUCTEM NEPCO-
HamnbHbIX AaHHbIX», YyTBepXaeHHble [NocTaHoBneHuem [lpasutensctea PO ot 06.07.2008
r. Ne 512.

6 HopmaTmBHO-MeTOANYECKME OOKYMEHTbI PenepanbHOn crnyxObl NO TEXHUYECKO-
MY W 3KCnepTHOMY KOHTponto Poccuickon degepaumn (ganee - PCTIK Poccum) no obec-
neveHuto 6esonacHocTu MNMOH npm nx obpabotke B NCIMOH:

7 PexomeHgaumn no obecneyeHuntio 6€30nMacHOCTU NEepPCOHanbHbIX OAHHbIX MPU UX
0bpaboTke B MHPOPMALMOHHBLIX CUCTEMAX NEPCOHAanbHbIX AaHHbIX, YTB. 3aM. AnpekTopa
dCTOK Poccumn 15.02.08 r. (CIT)

8 OCHOBHbIE MepPONpPUATMS MO OpraHM3auun U TexHu4eckoMy obecneyeHuto Oes-
ONacHOCTM MNepcoHarbHbIX AaHHbIX, obpabaTbiBaeMbiXx B WMHEHOPMALMOHHBIX CUCTEMaXx
nepcoHanbHbIX AaHHbIX, YTB. 3aM. gupektopa PCTIK Poccun 15.02.08 r. (OCIM)

9 basoBasa mogenb yrpo3 6e30nacHOCTN NepPCOHarbHbIX AAaHHbLIX NPU X obpaboTke
B MHGAOPMAaUMOHHBLIX CUCTEMAax MepPCOHarnbHbIX AaHHbIX, YTB. 3am. gupektopa OCTOK
Poccun 15.02.08 r. (OCIT)

10 MeToavka onpegeneHus aktyanbHbIX yrpo3 6e30nacHOCTM NepcoHarbHbIX OaH-
HbIX Npu nx o6paboTke B MHAPOPMALMOHHBIX CUCTEMAxX NEepPCOHanbHbIX AAHHbIX, YTB. 3aM.
anpekTopa PCTIK Poccum 15.02.08 r. (4CIT)
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